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Abstract that some spammers use this technique to work around

Internet addresses are routinely being used to infer theblac;k_IISted IP addresses [8]. Worse, under the current

) . : . . state of affairs, the victim could be falsely accused and

identity of persons who send offending traffic — acapab|l—held responsible for actions of the attacker

ity they were not designed to provide. As a result, prob- Recently. researchers at the University' of Washina-

lems abound: innocent users are being accused, whil? Y, ) 9
on demonstrated the potential for such false accusations

th Iprit il id detection. . .
© CUprs can easfly avold detec on by causing hundreds of DMCA take-down notices to be

In this paper, we present Pretty Good Packet Au- . o
thentication (PGPA), a simple service that can establish(':]eneratecj for several machines that were not participat-

. . ing in file sharing networks, including their own printer

whether or not a given host has sent a particular packet. . :

) ) . : . and a network access point [7]. In a more serious case,
PGPA provides a firm basis on which to act against the_ . :

. . : . an innocent user was suspected of having downloaded
culprit, and, at the same time, it enables innocentuserstqg, . . .
: . child pornography because his ISP had made a mistake
defend themselves against false accusations. We also dé;

scribe an implementation of PGPA that can be deployed. hen Iook|_ng up an lP. address for the pohce. By the
. . . ime the mistake was discovered, the police had already
incrementally and with minimal changes to the current

Internet. confiscated his computers and searched his home [5].
On the other hand, if an offending paclddgeshave
the correct source address, the sender can use the weak-
1 Introduction ness of the current mechanism as an excuse. Since one
cannot be sure whether the packet's source IP address
The Internet lacks a mechanism to reliably verify thewas spoofed or not, the real sender can plausibly deny
source of a delivered packet. Nevertheless, the sourdeaving sent the packet. Thus, it is difficult to hold users
IP address in a packet is routinely used to determing@ccountable for their actions.
the identity of the end node responsible for sending the In this paper, we present a system calizdtty Good
packet. ISPs, spam filters, and firewalls use IP addressé¥®cket Authentication (PGPAWwhich addresses these
to black-list and block traffic from compromised or ma- problems by offering a simple packet authentication ser-
licious end nodes [8]. Furthermore, law enforcementvice. PGPA determines whether or not a h&shas sent
agencies have begun to use packet source IP addressespecific packeP at approximately time. This pro-
as evidence when prosecuting users who allegedly disvides a firm basis on which to act against the owners of
tribute protected or illegal content over the Internet[5,7 hosts that send malicious or illegal traffic, since they can
However, recent incidents show that it is risky to rely onno longer deny having sent it, or use the lack of reliable
IP addresses to determine the source of Internet traffic. authentication as an excuse. At the same time, PGPA can
On the one hand, because IP addresses in the Internestablish that a suspected device haksent a particular
can be easily spoofed, malicious users can use forged agracket, which gives innocent users the ability to defend
dresses to evade detection. In fact, it is well known thathemselves against false accusations.
vulnerabilities in the interdomain routing protocol, BGP,  Unlike systems that are designed for online verifica-
can be exploited to hijack entire IP prefixes for short pe-tion of the traffic source [1], PGPA authenticates pack-
riods of time. The hijacker can send and receive trafficets not just to their recipients, but to anyone who has
from the hijacked pool of IP addresses during this time.access to them. For example, a system administrator
For example, a recent study of email spam has showean use intercepted packets to convince the police that



a certain user has attempted to break into one of his sy.
tems, and the police can query PGPA to verify his claims £
With an online verification system, an intercepted packe \
would not be convincing evidence because the accuse
user could claim that the source address had been forg

by the administrator. _ _ Figure 1: Example PGPA setup. The PGPA device keeps
PGPA also protects users’ privacy. Since PGPAg digest of the packets the customer transmits. Given a

only answers queries about specific packets and specil packet and the approximate time of transmission, it can
points in time, it cannot be used to spy on the user’s traf yerify whether the packet is authentic.

fic or to screen user’s traffic for suspicious behavior. In
order to get useful information out of PGPA, the inquirer
must either be the recipient of the packets in question, ¢ ® Given a packet” with source IP addresS and a
he must have intercepted them or obtained them fromth ~ timestamg, the ISP that owns' can verify whether
recipient. In all cases, the content of the packets and tr 5 has senf” at approximately time.
suspected source is already known to the inquirer; PGP,
merely affirms the authenticity of the source address.

On the one hand, PGPA is a simple service; it doe:
not attempt to match the functionality of full-blown ac- )
countability systems like AIP [1]. On the other hand, it 2.2 Prior work
has the advantage of being much easier to deploy the
a clean-slate solution. We show that PGPA can be im
plemented on the user’s Internet access link, without re
quiring changes to routers or to the Internet backbone
and that it can be incrementally deployed.

The rest of this paper is structured as follows. We

give a brief overview and discuss related work in Sec- On another related topic, accountability on the Inter-

t!on 2, we outlm_e an |mplementat|qn O.f PG.PA n sec- net has been proposed as the ability to associate an ac-
tion 3, :_:md we discuss several applications n Sect|0|_'1 4'tion with the responsible entity. The Accountable Inter-
In Section 5, we conclude the paper and briefly OUtIInenet Protocol (AIP) [1] is a replacement for IP that allows
future work. hosts and domains to prove that they own the address
they use. Based on this foundation, the protocol aims at
2 Overview and related work dealing with source spoofing, route spoofing and denial-
of-service (DoS). However, AIP is a clean-slate design

In this section, we give a brief overview of packet au- whose deployment would require upgrading major com-

Access link

Internet PGPA device Customer

We will show that this capability can be implemented
and deployed in a straightforward manner.

Previous systems have provided approximate solutions
for this problem. In particular, IP traceback systems [9,
10] can identify the source of network traffic, however,
they require routers to mark packets and/or store infor-
mation about them. This would involve major changes
to current networks, which we are trying to avoid.

thentication, and we discuss related work. ponents of the Internet, including the network protocol
and the addressing structure.
2.1 Packet authentication In this paper, we settle for a narrower goal: verifying

that a packet was sent from the host whose IP address

The strongest form of packet authentication (in whichappears in the packet’s header. We show that this simple
anyone can independently verify the authenticity of anycapability can be deployed quite easily and still provides
packet at any time) would be difficult to achieve. A powerful properties.
strawman solution would require that each packet be
cryptographically signed, as well as a puinc—k(_ey infras-2'3 How would a PGPA system work?
tructure that allows other hosts to verify these signatures
This solution would enable the use of packets as eviPacket authentication essentially requires setting up a de
dence, since anyone could verify the signatures and thugice that keeps track of transmitted packets. Where in the
link a packet to its sender. However, such a solutionnetwork should this device be placed? A natural choice
would be computationally expensive and difficult to de- is the customer’s access link, that is, the link between the
ploy. customer and his ISP (Figure 1). Here, the real identity

We propose a weaker form of packet authenticationpf the customer is known from his contract with the ISP,
which enables an ISP to verify whether a given, recentlyand the device can observe the customer’s entire traffic.
transmitted IP packet was sent by one of its customers. Deploying packet authentication on the access links
Stated more precisely, PGPA provides the following ca-has three distinct advantages. First, it does not re-
pability: quire upgrades or additional processing in the high-speed



backbone. Second, it helps against customer-side spoo&s evidence, together with the approximate time of its

ing because the ISP knows which IP addresses have be@ransmission. The ISP then queries the traffic monitor

assigned to each link (e.g., via DHCP) and can filter ouffor a digest that matches the evidence. If such a digest is
any packets with different addresses. Finally, it providesfound and its timestamp is close enough, the user is held
for incremental deployment, since each access link canesponsible for the traffic.

be upgraded independently. This provides us with a fea-

sible deployment path.

3.2 Location of the monitor

o
2.4 Is PGPA sufficient: The traffic monitor can be installed at either end of the
PGPA can tie a packet to an access link, and via the ISP’access link, that is, either on the user’s premises or at the
records, to the customer attached to that link. PGPA caniSP. Installing the monitor on the user’s premises may be
not by itself identify the person who is responsible for more scalable and less expensive for the ISP. In addition,
sending a packet. The latter would require, in additionthe user does not have to trust the ISP, because he can
to PGPA, that each device run a secure operating sydnstall a monitor device from a vendor he trusts. On the
tem that authenticates users and cannot be compromisesther hand, if the monitor is under the user’s control, the
However, PGPA is still a significant improvement over ISP must prevent users from bypassing the monitoring
the state of the art because it can tie any packet to thdevice. The ISP could achieve this by establishing a se-
owner of the Internet account from where the packet wagure channel to the monitor and only accepting traffic via
sent. Ensuring that only authorized users can send packhis channel. For example, a secret key could be shared
ets from a given account or device is a complementanbetween the monitor and the ISP, and the device could

problem and beyond the scope of PGPA. append a MAC to each packet it sends to the ISP. To
guard against tampering, the device could erase the key
2.5 \Who can we trust? material when it detects that the case has been opened.

Of course, if the device is physically within the user’s
We assume that ISPs that participate in PGPA do not colreach, he can destroy the device, and thus the evidence
lude with customers. This assumption is necessary bet contains. Hence, user-side monitors cannot be used to
cause an ISP could allow a customer to send packets ifight severe crime. Even though the destruction of the
a way that circumvents PGPA, making it appear as if thegevice would raise suspicion and might even be punish-
packet had a spoofed IP address. We believe it is a regple by itself, that punishment may be preferable to the

sonable assumption that reputable ISPs do not activelgenalty for the crime. If this is a concern, the monitors
protect malicious customers. If some ISPs are known nohould be deployed at the ISP instead.

to be trustworthy, this must be taken into account when
judging their PGPA responses.

A different question is whether an ISP must be trusted3'3 Calculating digests
by its customers not to blame them (accidentally or de-

liberately) for packets they did not actually send. ThisThe monitor stores digests rather than full packets. Di-
depends on how PGPA is implemented; we will discussyests are sufficient to check for the presence or absence

the details in Section 3.2. of a specific packet, and they do not reveal the contents
of other transmitted packets. However, we must be care-
3 Implementing PGPA ful when computing the digest because in IP networks,

certain header fields of a packet can change along the
In this section, we describe a simple system that implepPath, such as the TTL and the checksum. To prevent
ments PGPA in the current Internet architecture. false negatives because the hash of the evidence packet
does not match the recorded hash, the monitor masks out
these fields before computing the hash, e.g., using the
technique presented in [10].
PGPA requires a new type of middlebox callettafic Packets can also be transformed by IP fragmentation.
monitor, which records information about packets that A simple way to handle fragmentation is to have the
have been transmitted over a given access link. For eaamonitor reassemble outgoing packets before calculating
packet, the traffic monitor calculates a digest and a timetheir digests, and to allow PGPA queries only for com-
stamp, and it writes them to a built-in storage device.plete packets. If an observer intercepts packet fragments,
When the user is accused of having sent illegal or offenhe must reassemble the corresponding packets and issue
sive traffic, the accuser must produce at least one packet PGPA query for the reassembled packet.

3.1 The traffic monitor



3.4 Storage requirements a random value. Finally, the rate at which the monitor
P , , answers queries can be limited to prevent search attacks.

with f|_n|t_e storage, the monitor cgn_only k_e_ep its records ¢ yhe monitor device is stolen and compromised, the

for a limited amount of time. This is sufficient because 5y c1er could run a dictionary attack on the stored hash

the hashes only need to be stored until the accusation i, ,e5. To mitigate the risk of information leakage in this

first made; old hashes can be deleted. If long-term auz,qe the monitor can include a salt value when calculat-
thentication is required, the monitor can answer quer|e§ng the hashes

with a signed certificate, which then remains valid even
when the original records are no longer available.
An inexpensive hard drive should be sufficient for al- 3.6 Guarantees

most all access links — especially since most connectionéompared to our initial definition of PGPA in Sec-
are asymmetric and have a low-capacity upstream. Togon 2 1, the traffic monitor introduces two practical lim-
day, top-of-the-line DSL connections have a capacity Ofiiations. First, due to its finite storage capacity, the mon-
1 Mbps, so they can transmit at most 3,125 40-byte packiyor can only provide information about packets that are
ets' per second. Hence, even under worst-case asSUMRyy older than a certain amount of tifffé,,,, say one
tions, a 187 GB hard drive is sufficient to keep a SHA- otk This should be acceptable in practice as long as
1 hash and a 32-bit timestamp for a month. Furthery,ishehavior can typically be detected within that time.
more, since storage capacity has grown faster than bandecong, the system can only answer queries when a mon-
width [3], future technology will tend to make it pos- jior has been deployed on the alleged sender's access
sible to store the necessary data for increasingly longefi.

periods. Having storage at the access link is increas- Thus the guarantee we achieve is: Given a pagket
ingly common; service providers are already deploying, timestamp that is not more thaff},,.., in the pastand

managed boxes, such as TriplePlay gateways or set-top soyrce |P address, the ISP that ownss can verify

boxes [6], many of which already include a storage deyyhethers has sent at approximately time, provided
vice with substantial capacity. that monitors are deployed on the ISP’s access links

3.5 Preventing information leaks 4 Applications of PGPA

A potential concern with PGPA is that it might inappro- . L
! ) : , ) Next, we discuss applications and use cases for the pro-
priately leak information about users’ traffic. For exam- L .
osed IP packet authentication facility.

ple, suppose an attacker wanted to know whether the usgr The facility allows an ISP to verify whether a given

had accessed a certain web site. Could the attacker simB-acket that was allegedly sent by one of its customers

tphlé %ﬁzslf :ef(:lvav dp:gtggiézaftt?sigﬁisvfgg ::Q/r?oiﬁgﬁ authentic. This capability is useful whenever one of
Yhe ISP's customers is accused of having sent offending

ment packets on port 80) and then query PGPA to SeE ffic

whether any of these packets had actually been sent? '

The chances of success for such an attack are IoV%opyright holders or law enforcement agencies, alleging
because the attacker would have to guess not only th

: . . ) at one of the ISP’s customers has participated in illegal
entire contents of a packet — including ‘random’ fields b P g

ctivity on the Internet and demanding that the ISP re-
such as the TCP sequence _numl_o_er, the TCP aCknOW\?/l'eal the identity of the customer associated with a given
edgment number and the IP identifier — but also the ap

imate ti fits t e PGPA L all [P address. Today, ISPs have to take such demands at
proximate ime ot its transmission.. MUSt alloW 8¢, e value and reveal the customer’s identity. When the
small time window when checking timestamps; after all,

. allegation turns out to be incorrect, this may be tragic for
there are queueing delays and clocks on the Internet a 9 y 9

: fie customer and embarrassing for the ISP. For instance,
only loosely synchronized, so we cannot expect the re-

terto k h i hen th ket among many recent cases, an IP address that was impli-
questerto knowne exactime when the packet was Sen&ated as having downloaded copyrighted material from a
However, this window can be kept small, on the order

of seconds. It would be difficult for the attacker to cor- BitTorrent turned out to be that of a printer [7]. Using

" Il of the ab header fields (80 bits) ol acket authentication facility, an ISP can check if an al-
rectly guess all of the above neader Tields ( its) plu egation is well-founded. It can demand to be presented a
the approximate time of transmission. Furthermore, th

i introd dditional rand b | epacket trace of the offending traffic and check if match-
monttor can Introduce additionai randomness .yrep.acing hash values are found in the associated customer’s
ing the IP identifier, or by adding a header option with traffic digest

1This corresponds to a TCP acknowledgment; data packetsare u PQPA can al$0 be Useq to improve eXiSti_ng schemes
ally much larger. to mitigate denial of service attacks. For instance, a

For instance, ISPs frequently receive complaints from




“shut-up” service was proposed, which allows a hostdressed by PGPA alone. For example, consider a situa-
D to ask that a particular host who is sending traffic tion where a user’s access link is shared, possibly with-
to D be prevented from sending any further traffic [4]. out his knowledge or consent (perhaps through an open
Packet authentication can be used to validate such rewireless access point). If someone who is sharing the
quests, thereby preventing abuse of the “shut-up” seruser’s access link misbehaves, the user cannot prove his
vice. innocence using PGPA. A similar situation arises when

From the perspective of a customer, IP packet authenthe user's machine sends illicit traffic without the user’s
tication provides a defense against false accusations. Wenowledge, for example, if the machine has been in-
have already mentioned the case of [5], where an infected by malware. We leave solutions for these as future
nocent user was accused of having downloaded chilavork.
pornography. Packet authentication would have allowed
the user’s IS_P to establish that the offending tra_fflc Wasp aferences
not sent by its customer, and thus to protect him from
false accusation and sllander. Even in the case of a cler 1] D. G. Andersen, H. Balakrishnan, N. Feamster,
ical error, such as a mixed-up IP address, the user could ~ T Koponen, D. Moon, and S. Shenker. Account-
easily have proved his innocence by agreeing to an in-  gpje internet protocol (AIP). IRroceedings of SIG-
spection of his monitor device. COMM, Aug 2008.

Finally, PGPA can serve as a building block for a
global IP packet authentication service, which enables[2] D. E. Eastlake. RFC 2535: Domain name system
anyone on the Internet to verify the authenticity of any security extensionsht t p: / / www. f ags. or g/
IP packet they receive. The service would enable hosts  rfcs/rfc2535. ht m , March 1999.
to present an arbitrary IP packet and ask if the packet is
authentic. The service would determine the ISP (AS) re-
sponsible for the packet’s source IP address, and query
that ISP’s PGPA system. The service answers with an
indication of either “authentic” (i.e., a matching packet [4] S. Guha, P. Francis, and N. Taft. ShutUp: End-
digestis found in the source’s traffic digest), “not authen- to-end containment of unwanted traffic. Technical
tic” (i.e., a matching packet digest is not found), or “un- Report http://hdl. handl e. net/ 1813/
known” (i.e., the source AS does not provide packet au- 11101, July 2008.
thentication or the packet has expired from the source’s ) .
traffic digest). The service itself can be secured from [9] Heise.de. IP-Verwechslung fuhrt zu falschem

manipulation using techniques similar to those used in  Kinderporno-Verdacht.ht t p: // ww. hei se.
DNSSEC [2]. de/ newst i cker/ nel dung/ 105094, 2008.

[3] J. Gray. Distributed computing economics. Techni-
cal Report MSR-TR-2003-24, Microsoft Research,
Mar 2003.

[6] N. Laoutaris, P. Rodriguez, and L. Massoulie.
5 Conclusion and future work ECHOS: Edge capacity hosting overlays of nano
data centersSIGCOMM Comput. Commun. Rev.
In this paper, we have presented PGPA, a simple service ~ 38(1):51-54, 2008.
that allows an ISP to determine whether one of its cus- [7] M. Piatek, T. Kohno, and A. Krishnamurthy. Chal-
tomers has sent a given packet at some point in the past. N L ,
PGPA bl h i th that P ad lenges and directions for monitoring P2P file shar-
enables a change in the way that source I ad- ing networks. In3rd USENIX Workshop on Hot

dresses are used: today, they are an unreliable source e ; ,
of information that can be falsified by attackers and can Topics in Security (HotSec "08)uly 2008,

cast suspicion on innocent users; with PGPA, source ad-[8] A. Ramachandran and N. Feamster. Understanding
dresses could become a key element of forensic analy-  the network-level behavior of spammers. Rio-

sis, enabling a reliable confirmation of the traffic source, ceedings of SIGCOMM’'Q&ept. 2006.

and allowing victims of false accusations to prove their
innocence. PGPA is simple to implement, works in par- :
tial deployments, and has a plausible deployment path. son. Pra_cncal network support for IP traceback. In
We have also shown several applications that can benefit ~Proceedings of SIGCOMM'Q@ug 2000.

from using PGPA. We are planning to prototype the traf-[10] A. C. Snoeren, C. Partridge, L. A. Sanchez, C. E.

9] S. Savage, D. Wetherall, A. Karlin, and T. Ander-

fic monitor by modifying a wireless access point, and to Jones, F. Tchakountio, B. Schwartz, S. T. Kent,
implement a packet authentication service. and W. T. Strayer. Single-packet IP traceback.
However, PGPA is only a first step towards more ac- IEEE/ACM Trans. Netw10(6):721-734, 2002.

countability on the Internet. Many issues cannot be ad-



