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(Liu & Layland, 1973)

➔ (where) does this get used in practice???

≈12k citations (Google Scholar)
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MAJOR USERS OF REAL-TIME SYSTEMS TECHNOLOGY

To name just a few examples…

Define “use”… 
…formal, sound 
timing analysis?

Large international companies with 
large R&D budgets and dedicated real-time specialists 

➔ Tremendous amount of in-house real-time expertise!
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“Mom & Pop’s Artisanal UAVs”

Less technologically savvy 
consumer electronics companies…

Download Linux & PREEMPT-RT & ROS 
➔ many applied robotics researchers…
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much ongoing research

How to reach these users? 
Address the needs of the “fat tail” 
of the potential users population.

Central Question 

What prevents the widespread use of temporally sound system design?
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EXPERTISE BARRIER

priorities 
affinities 

semaphores 
signals 

pipes 
sockets 

…
}

In practice: 
Domain experts are rarely also scheduling and timing 

analysis experts — and why should they be?

Current RTOSs expose mainly low-level mechanisms that are too difficult to use correctly.

In theory: 
temporally sound, 
predictable system 

amenable to formal analysis

combined in just 
the right way

Don’t need to be a compact flash expert to store a file…! 
Don’t need to be a concurrency control expert to query a database…!

If you know which pitfalls to avoid…
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COMPLEX TOOLING

Static Timing Analysis Tooling Today 

$$$ 
and/or 

not exactly user-friendly  
and/or 

difficult to integrate 
and 

static analysis is restrictive

Who wants to add “yet another tool” as a build dependency?

This may work for customers that can’t avoid it… 
…but it won’t entice users in the “tail”.
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Suppose: 
➔ wake-ups of SCHED_FIFO tasks automatically tracked 
‣ over finite window (e.g., one second) 

➔ re-compute response-time bound whenever observations change 
‣ based on observed peak arrivals and observed CPU consumption 

➔ does not require periodicity: can be represented as an arrival curve

Immediate use: 
➔ online monitoring (top) 
➔ adaptive system reconfiguration 
➔ performance testing 
➔ integration testing

�10

} Formal, sound timing 
analysis based on estimated  

parameters “for free”!

➔ much higher confidence from existing testing
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Standard Assumptions in the RT Literature 
➔ static workload 
➔ worst-case execution times (WCETs) known a priori

Reality 
➔ many promising CPS applications are inherently dynamic  

(e.g., robotics, autonomous vehicles, complex environments, …) 
➔ cost-efficient commodity multicore platforms ➔ no WCETs! 
➔ worst-case provisioning = inefficient resource use in the average case

�11

The essence of real-world engineering is graceful degradation 
rather than static worst-case guarantees that are established once and then hold “forever”. 
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>10× delta 
between 99th percentile 

and observed maximum!
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A Cost-Benefit Tradeoff not Favorable 
Too little gain in confidence 
for too high an investment, 

& huge barrier to entry. 

Current RTOSs expose 
primarily difficult-to-use,  
low-level mechanisms

Current analyses rely too 
much on highly idealized 

worst-case assumptions 

Lack of confidence in 
soundness of complex 

analyses
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Theory- 
Oriented 
Real-time 
Operating 
System

A 
radically different, 

practical foundation 
for temporally sound 
cyber-physical systems

theory-first approach: intersection of multiprocessor real-time 
scheduling theory and RTOS design

provably free of timing errors 
(with high confidence)

with affordable effort, under 
realistic assumptions
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Five Decades of RT Literature 
➔ A rich foundation!

No Need for Completely New 
Inventions 
➔ Many great techniques that 

work to choose from

The Challenge 
➔ Select and combine just the 

right ideas in just the right 
way, and remove the rest

The Promise 
➔ More than the sum of its parts

�15
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THE FIVE TOROS PRINCIPLES

(1) theory-oriented RTOS design: all provided abstractions must be 
temporally sound (➔  any composition is analyzable)

(2) declarative OS abstractions: automatically checkable timing and resource-
allocation goals (➔  domain experts do not need to understand scheduling)

(3) temporal reflection: transparently & continuously self-assess temporal 
correctness and proactively adapt when guarantees can no longer be given

(4) structured uncertainty management: provide first-class, sound 
abstractions to manage uncertainty due to below-worst-case provisioning

(5) trustworthy analysis: verify analysis soundness with machine-checked 
proofs using the Coq proof assistant     [not discussed today]
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Ephemeral Jobs (EJs) 
short-lived, nameless 

execution context (stack) + 
run-to-completion semantics 

(cannot suspend to wait)

temporal isolation spatial isolation execution management

➔ components in Composite OS 
[Parmer, 2010] 

➔ passive = not necessarily 
inherited by a thread 

➔ entry points = like system calls 
➔ like objects in an OO language 

➔ like callbacks or event 
handlers in flight 

➔ always start at some entry 
point 

➔ cannot wait 
➔ cannot be referenced

Only two ways for EJs to interact

asynchronous_invoke(LDC::entry_point, GPS) ➔ fork 

synchronous_invoke(LDC::entry_point, GPS) ➔ call-return semantics
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➔ event-driven / continuation-based / actor-like programming model
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L4 & Composite TOROSLinux, RTEMS, FreeRTOS…
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➔ invoke application-provided adaptation 

handler if timing goals cannot be guaranteed

Challenges 
➔ tracing runtime overheads 
➔ tracing space overheads 
➔ analysis runtime

Plan B 
➔ cloud offloading of analysis

�22

transparently & continuously self-assess temporal correctness 
and proactively adapt when guarantees can no longer be given

The analysis is non-optional  and not a separate tool. 

Do not measure WCETs!

We can trace percentiles (< 100) and (non-)correlations 
with high & quantifiable confidence in bounded space.
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(4) STRUCTURED UNCERTAINTY MANAGEMENT

Slack Reclamation + Slack Pools 
Reallocate unused surplus budget of 
one activity to another one in need.

Correlation-aware 
probabilistic sensitivity 

analysis w/o WCETs

Expected Safety Margin  
Bound the amount of slack 

available in the expected case.

provide first-class, sound abstractions to manage uncertainty 
due to below-worst-case provisioning

Desired Guarantee: “Margin to Cliff” instead of “Yes/No” 

“an increase in execution time by X% has no ill effects with probability at least Y”
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{The Five TOROS Principles


