Excalibur: Building Trustworthy Cloud Services

Nuno Santos  Rodrigo Rodrigues  Krishna P. Gummadi Stefan Saroiu
MPI-SWS MPI-SWS MPI-SWS Microsoft Research

Technical Report: MPI-SWS-2011-004

Abstract sensitive data that is outsourced to the cloud [3, 6] only

Accidental or intentional mismanagement of cloud soft- heightens such concerns.

ware by administrators poses a serious threat to the in- R€Cently, several proposals [21, 39, 45] have advo-
tegrity and confidentiality of customer data hosted by Cated leveraging trusted computing technology to help
cloud services. Trusted computing provides an impor- build cloud services that are more resilient to the vi-
tant foundation for designing cloud services that are °lation of the integrity and confidentiality of customer
more resilient to these threats. However, current trusted 9at@. This technology relies on specialized hardware —
computing technology is ill-suited for the cloud as itex- tYPically a Trusted Platform Module (TPM) chip [16] -
poses too many internal details of the cloud infrastruc- that could be deployed on every node that is part of the
ture, hinders fault tolerance and load-balancing flexibil- ¢loud infrastructure. Each TPM chip stores on its die a
ity, and performs poorly. We present Excalibur, a sys- strong identity (unique key) and a fingerprint (hash) of
tem that addresses these limitations. Excalibur enablesth® Software stack that booted on the cloud node. TPMs
the design of trustworthy cloud services by providing a €an be used to restrict the upload of customer data to
new trusted computing abstraction callealicy-sealed cloud nodes whose identity or fingerprint are consid-
data This abstraction enables data to $ealed(i.e. eredtrusted This capability offers a building block in
encrypted to a customer-defined policy) such that it can the design of trustworthy cloud services that prow_des
only beunsealedji.e., decrypted) by nodes whose con- customers better guarantees for protecting the confiden-
figurations match the policy. To provide this abstrac- tiality and integrity of their data against insiders, or eon
tion, Excalibur uses attribute-based encryption, which fining their data location within desired geographical or
reduces the overhead of key management and improveslu”Sd'Ct.Ional b.oundan.es. _
the performance of the distributed protocols that are ~ Despite their benefits, the current trusted computing
employed. To demonstrate that Excalibur is practical, abstractions are ill-suited for the requirements of cloud
we incorporated it in the Eucalyptus open-source cloud Services, and this increases the burden of adoption of
platform. Policy-sealed data can provide greater con- Such technology in the cloud. This is because TPM
fidence to Eucalyptus customers that data is processeddbstractions were designed for protecting data and se-

exclusively by nodes that meet their preferences. crets on a standalone machine, and, consequently, they
) are cumbersome to use in a multi-node datacenter en-
1 Introduction vironment, in which data can be migrated across mul-

Managing cloud computing services is a complex and tiple nodes. In addition, TPM abstractions force the
error-prone task. Cloud providers delegate this task cloud infrastructure to be over-exposed, since they re-
to skilled cloud administrators who are responsible for veal the identity and software fingerprint of individual
managing the software of the cloud infrastructure. How- cloud nodes, which external agents could use to exploit
ever, it is difficult to assure that their actions are er- vulnerabilities in the cloud infrastructure or gain busi-
ror free. In particular, an accidental or, in some cases, ness advantage [34]. Furthermore, the current TPM im-
an intentional action from a cloud administrator may plementation of these abstractions is inefficient, which
lead to leaking, corrupting or losing customer data. In can introduce scalability bottlenecks to cloud services.
fact, the threat of potential violations to the integrity This paper presents Excalibur, a system that provides
and confidentiality of customer data is often cited as the designers of cloud services with new trusted com-
one of the main barriers to the adoption of cloud ser- puting abstractions that overcome these barriers. These
vices [2, 14]. Furthermore, high-profile incidents that abstractions can be used as a key building block for the
involved the loss of confidentiality or integrity of cus- construction of services that offer better guarantees re-
tomer data [1, 4] and the growing amount of security- garding the integrity, confidentiality, or location of cus-



tomer data. The design of Excalibur includes two main 2 Brief primer on trusted computing and
innovations, which are crucial to overcoming the con- TPMs
cerns with using TPMs in the cloud.

First, Excalibur provides a new trusted computing ab- Trusted computing technology provides the hardware
straction callegbolicy-sealed datahat allows customer  supportto bootstrap trust in a computer [33]. In particu-
data to be encrypted to a customer-chosen policy andlar, this technology can enable a remote user to check
guarantees that only the cloud nodes whose configu-whether a computer is trustworthy by verifying what
ration satisfies that policy can decrypt and retrieve the software platform has been booted on the machine. This
data. We devised this abstraction in a way that addressedeature is crucial for checking the integrity of systems
the limitations of current TPM abstractions. Since it al- that have been designed to protect the confidentiality
lows policies to be specified using human readable at- and integrity of data [19, 28].
tributes, policy-sealed data hides the low-level idesditi
and software fingerprints of nodes. Moreover, it allows
for data to be flexibly accessed by multiple nodes with
or without identical configurations as long as they sat-
isfy the customer policies.

Trusted computing requires the presence of special
hardware on a computer, and provides the system de-
signers with four main abstractions: strong identities,
trusted boot, remote attestation, and sealed storage.
Strong identitiesllow the computer to be uniquely iden-

Second, Excalibur implements the policy-sealed data tified without having to trust the OS or the software run-
abstraction in a way that overcomes the inefficiency hur- ning on the computerTrusted booproduces a unique
dles of current TPMs and scales to the demand of cloud fingerprintof the software platform running on the com-
services. For this, we design a centralizednitorthat puter which consists of hashes of the software platform
checks the integrity of cloud nodes and acts as a sin- components (e.g., BIOS, firmware controlling the com-
gle point-of-contact for customers to bootstrap trust in puter’s devices, bootloader, OS) computed at boot time.
the cloud infrastructure. To prevent the potential scala- This fingerprint can be securely reported to a remote
bility challenges associated with a centralized monitor, party using aemote attestatioprotocol, which allows
we designed a set of distributed protocols to efficiently the remote party to authenticate both the computer and
implement the new abstractions. Our protocols use the the software platform so that it can assess whether the
Ciphertext Policy Attribute-Based Encryption (CPABE) computer is trustworthy. Finallgealed storagallows
encryption scheme [10] which drastically reduces the the system to protect persistent secrets (e.g., encryption
communication needs between the monitor and the pro- keys) from an attacker with the ability to reboot the ma-
duction nodes. With our protocols, each node needs chine and install a malicious OS that can inspect the
to contact the monitor only once during a boot cycle, disk. For this, the secrets are encrypted in such a way
a relatively infrequent operation. We also demonstrate that they can only be decrypted by the same computer
the correctness of Excalibur's cryptographic protocols running the trusted software platform specified upon en-
by using a protocol verifier [11]. cryption.

To demonstrate the practicality_of Exqalibur, we built The most common special hardware used to imple-
a proof-of-concept compute service akin to EC2. OUr ot these trusted computing abstractions is a chip
new service is based on the Eucalyptus open SOUrCe yieq the Trusted Platform Module (TPM) [16]. A TPM
cloud management platform [31] and leverages Excal- js 5 secure co-processor, which is widely deployed on
ibur to give users better guarantees regarding the typeyeskiops, laptops and increasingly on servers. A TPM
of hypervisor, or the location where th?'r\{M INStances ,gfars a strong identity which can be provided by an
run. Our experience shows that I_E)fcallburs_prlm_mve IS Attestation Identity Key (AIK). To keep track of the
simple and versatile: we mad_e minimal modl_f|cat_|onsto hash values that constitute a fingerprint, the TPM uses
the Eucalyptus codebase to integrate Excalibur into the special registers called Platform Configuration Regis-
service. ters (PCRs). Whenever a reboot takes place, the PCRs

Our evaluation suggests that Excalibur scales well. are reset and updated with new hash values. To assist
Due to CPABE, the monitor’s load is independent of the remote attestation, the TPM can issuguate which in-
workload. In addition, one server acting as a monitor cludes the PCR values signed by the TPM with an AIK.
is sufficient to manage a large cluster; for example, a For sealed storage, the TPM offers two primitives called
server would take-15 seconds to check the node con- sealandunsea) to encrypt and decrypt secrets, respec-
figurations of a cluster with 10K nodes, if they were to tively. Seal encrypts the input data and binds it to the
all reboot simultaneously. Finally, offering trusted com- current set of PCR values. This allows the unseal prim-
puting guarantees to the EC2-like service adds a modestitive to validate the identity and fingerprint of the soft-
overhead during VM management operations only. ware platform before decrypting sealed data.



3 The case for policy-sealed data acenters where cloud services operate. In particular, it
This section makes the case for a new trusted computingPrécludes the application developer from encrypting and

abstraction callegholicy-sealed datalesigned to serve Storing sensitive data in an untrusted medium (e.g., alo-
the needs of cloud computing. Before describing our @l hard drive, or Amazon S3 service) and retrieving it
abstraction, we start by discussing the limitations of ex- ©" @ different node or the same node running a differ-

isting TPM abstractions in the context of the design of a ent trustvyorthy conf|gurat|on., W'thom knowing the_fu-
trustworthy cloud service. ture configuration at encryption time. In the previous

_ example, one might be interested in suspending the VM
3.1 Strawman design of a trustworthy  to disk and resume it at a later point on a different node
cloud service (e.g., ifin the meanwhile the original node had been shut

When applied to the cloud, trusted computing is a cru- down for saving power) or on the same node running a

cial block for building trustworthy cloud services — d‘ﬁefe“t configuration (e.g., if in the meanwhilethe_ hy-
cloud services that offer guarantees to customers. ForPervisor had been upgraded to a more recent version).

example, a trustworthy cloud service akin to Amazon's ~ S€cond, today’s TPMs are not built for high perfor-

EC2 could provide better protections against inspection Mance. TPMs can only execute one command at a time,
or corruption of customers’ VMs by a cloud administra- @nd many TPM commands, such as remote attestation,
tor. take approximately one second to complete. This ineffi-

ciency hampers the scalability of cloud services that use

designing systems that offer such guaranteesdsut the TPM, and can even open avenues for denial of ser-
a single node only For example, a recent research vice attacks if the TPM abstractions are accessible by

project [45], called CloudVisor, retrofits Xen in such CUStomers. _
a way that the hypervisor guarantees the integrity and ~ Finally, the cloud infrastructure may be severely over-
confidentiality of the data and software running in guest €xposed. By revealing TPM node identities and allow-
VMs. A customer can leverage the TPM’s remote attes- INg customers to remotely attest the nodes, any outsider
tation abstraction to verify that a cloud node is running could learn, for instance, 1) the number of cloud nodes
CloudVisor before uploading data to the cloud. that constitute the infrastructure of the cloud provider,

However, such a verification step only checks these @nd 2) the distribution of different platforms they run.
guarantees for the cloud node where the data is upIoadedTh'S information could be used by external attackers to
first. Once in the cloud. the customer’s data and VMs are trace vulnerabilities in the infrastructure, or by competi
often migrated from one node to another, or suspended!ors to learn business secrets. Handing over such infor-
to disk and resumed at a later point in time. To offer Mation is often unacceptable to cloud providers.
end-to-end protectlon,_ these checks must be performed3'3 The policy-sealed data abstraction
throughout these multiple stages. S

To accommodate VM migration, a strawman design TO overcome these limitations, we propose a new ab-
of a trustworthy EC2 would perform remote attestation Straction aimed at bLHldIng trustworthy cloud services
each time a customer's VM is migrated to verify that Calledpolicy-sealed dataThis abstraction allows cus-
1) the destination node’s identity is signed by the cloud tomer data to be bound to cloud nodes whose configu-
provider, and 2) the fingerprint matches that of CloudVi- ration is specified by a customer-defined policy. Policy-
sor. To protect the VM upon suspension to disk, the VM sealed data offers two primitives for securing customer
state must be encrypted using sealed storage before susdata: sealandunseal Seal can be invoked anywhere —
pending the VM onto disk. This design confines VMs €ither on the customer’s computer or on the cloud nodes.
to cloud nodes running CloudVisor, thereby keeping the It takes as input the customer’s data andadicy and

The research community and industry are already

VMs safe from the actions of cloud administrators. outputs ciphertext. The reverse operation, unseal, can
o . be invoked only on the cloud nodes that need to decrypt
3.2 Limitations of TPM abstractions the data. Unseal takes as input the sealed data, and de-

Current TPM abstractions are not well suited for build- crypts it,if and only if the node’s configuration satisfies
ing trustworthy cloud services similar to the strawman the policy used upon seal; otherwise decryption fails.
design described above. Their limitations are funda-  With our abstraction, each cloud node has a configu-
mental — TPMs were designed to offer guarantees aboutration, which is a set of human-readabl&ributes At-
one single computer. In particular, TPMs suffer from tributes express features that can refer to the software
three major problems when used for building trustwor- (e.g., “vmm”, “version”) or to the hardware (e.g., “lo-
thy cloud services. cation”) of a node. A policy expresses a logical condi-
First, the sealed storage abstraction is not designedtion over the attributes supported by the provider (e.g.,
for a distributed and dynamic environment like the dat- “vmm=Xen and location=US"). Table 1 gives an exam-



Attribute Value Description 4 Excalibur design

service “EC2" service name ) ) )

version “1r version of the service This section presents Excalibur, a system that enables
vmm "Xen’, "Cloudvisor” | virtual maChf'”e monitor the design of trustworthy cloud services by providing
type ‘small’, “large resources of a VM policy-sealed data support. The intuition behind its de-
country US”, “DE country of deployment . S o .

zone 717, 72,23, 74" | availability zone sign is simple: it is based on a centralized component

called amonitor, which maps the abstractions used by
Table 1: Example of attributes of a service.Suppose EC2  policy-sealed data to the TPM-based identities and fin-
supports two types of VM instances, two types of VMMs, and  gerprints. This design aspect is important because only
four availability zones (datacenters) in the US and Germany  the monitor will trigger TPM primitives on the cloud
nodes, thus minimizing their negative performance im-

Node | Configuration pact. Though this fundamental design choice is simple,
N service: “EC2” ; version: “1” ; type: “small” ; country . L .
. “DE" ; zone: 72" ; vmm : “CloudVisor" we still need to overcome two S|_g_r1|f|9ant challenges: 1)
to cryptographically enforce policies in a scalable, fault
Table 2: Example of a node configurationContains the val- ~ tolerant and efficient way, and 2) to assure customers
ues for the attributes that characterize the hardware afitd so that the monitor operates correctly despite the fact that
ware of a specific noday. it is managed by untrusted cloud administrators. To ad-
_ _ - dress these challenges we 1) use CPABE cryptography
Policy | Policy Specification , to enforce policies, and 2) devise certificates and a scal-
Py service= “EC2" and vmm = “CloudVisor” and bl it ttestati hani t that th
Version— *1" and instance— “large” able monitor attestation mechanism to ensure that the
P, service= "EC2" and vmm = “CloudVisor" and monitor is trustworthy.
(zone=“Z1" or zone=73) Next, we outline our assumptions. Then, we present
P sen ‘;;fr‘;z_i%z and vmm = *CloudVisor’ and an overview of Excalibur and show how we address the

two design challenges above.

Table 3: Examples of policies:P, expresses versionand VM 4 1 Assumptions and threat model
instance type requirement®, specifies zone preference for . o
different sites, andPs expresses a regional preference. We consider that the cloud provider's employees respon-

sible for administering the cloud infrastructure may be-
have erroneously. Such actions may result in leakage
or corruption of customer data or computations. The
ple of the attributes of a hypothetical deployment of a causes for misbehavior may range from negligence (e.g.,
service akin to EC2. Table 2 illustrates the configuration not applying security patches) to malice (e.g., theft of
of a particular node, and Table 3 lists example policies customer data). This motivates our adoption of an ad-
over node configurations in that deployment. versarial model, which contemplates the worst case sce-
nario of an administrator actively trying to access cus-
atomer data located on the cloud nodes. However, we
differentiate physical from remote attacks.

Regarding physical attacks, which could compromise
the correctness of TPMs, we assume that these are out-
side the reach of the attacker. The rationale is that
providers already secure their premises. In particular,
hardware in the cloud is put under sharp surveillance and
restricted access control policies. In certain situations

Policy-sealed data addresses the limitations of stan- physical accessis even completely disallowed [18].
dard TPM abstractions. First, data can be moved flexi- Our focus is on attacks that can be performed re-
bly among the nodes that satisfy the same customer pol-motely, which are far easier to perpetrate. In fact, cloud
icy. Attributes can express a large variety of software nodes are normally managed remotely through a man-
and hardware configurations independently of the cloud agement interface, which comprises the interface ex-
service model, and policies let customers express theirposed by the software platform running on the node
preferences using rich attribute expressions. Second, we(e.g., the ability to login), and a dedicated interface for
will show how policy-sealed data can be implemented in tasks like power cycling. The management interface
an efficient manner bypassing the TPMs’ performance gives an administrator great power to access customer
limitations. Finally, our abstraction prevents infrasttu  data on the cloud nodes: e.g., it can reboot any node,
ture overexposure because it hides the nodes’ individual access its local disk after rebooting, and install arbjtrar
TPM-based identities and fingerprints. software platforms on the node. We thus assume that the

Our primitive can replace the existing remote attesta-
tion and sealed storage calls for securing customer dat
on the cloud. In particular, to protect data upon upload
or migration, the customer only needs to seal the data to
a policy: if the destination cannot unseal the data then
its configuration does not match the policy and therefore
the node is not trustworthy to the needs of the customer
who originally specified the policy.



Customer Datacenter cloud nodes (e.g., before migrating data between nodes).
Note that the customer-side client does not expose the
unseal primitive; since the notion of a configuration only

applies to cloud nodes, it only makes sense to invoke

seal

unseal on these nodes. With policy-sealed data, a trust-
i Certificates worthy cloud service can then confine customer data to
\, Monitor the nodes deemed trustworthy by the customers.
The monitor is a dedicated service running on ei-
Cloud nodes — ther a single or a small set of cloud nodes. It forms

the core of Excalibur since it coordinates the enforce-
ment of policy-sealed data on the entire cloud infras-
Figure 1: Excalibur deployment: The dashed lines show the ~ fructure. It maps TPM identities and fingerprints of the
flow of policy-sealed data, and the filled lines represergrint ~ cloud nodes to policy-sealed data attributes. Whenever
actions between clients and the monitor. The monitor checks @ cloud node reboots, the monitor runs a special remote
the configurations of every cloud node. The customer stgrts b - attestation protocol to obtain the fingerprint and identity
attesting the monitor to check its integrity, and seals ta.d of the node, and translates these to a node configura-
The data can only be unsealed on nodes that satisfy the policytion by consulting an internal database. The node con-
(represented by unshaded boxes). figuration, which expresses physical characteristics like
hardware or location and software features of the node
as a set of attributes, is then encoded as credentials that
attacker has remote access to the management interfacgre then sent to the node. These credentials are required
of every cloud node and can also eavesdrop the network.py cloud nodes for unsealing policy-sealed data, and are
The software platforms that implement a trustwor- destroyed whenever the nodes reboot.
thy cloud service must satisfy three properties. First,  The monitor exposes a narrow management interface
the management interface exposed to cloud administra-that allows the cloud administrator to configure the map-
tors must prevent operations that could lead to leakagepings between attributes and identities / fingerprints.
or corruption of sensitive data on the node (e.g., direct This is necessary for the regular maintenance of the sys-
memory inspection of VM memory). Second, a soft- tem as new software platforms and cloud nodes are de-
ware platform should be able to protect sensitive data ployed on the infrastructure. The management interface
(e.g., key material) in volatile memory so that they are also allows multiple clones of the monitor to be securely
destroyed upon reboot; we rely on this feature for pro- spawned in order to scale up the system. To assure
tecting some credentials that the monitor sends to the customers that the monitor is properly maintained, the
nodes. Third, the software platform must be crafted to monitor only accepts mappings that are vouched for by
force a reboot whenever the software platform changes specialkertificatesand customers can directly attest the
(e.g., system upgrades); this operation ensures that themonitor in order to check its authenticity and integrity.
fingerprint stored in the TPM is consistent with the cur- provided that customers trust the issuers of certificates,
rent state of the system. These properties can be enthen the service is trustworthy.
forced by making use of existing systems and hardening  Next we describe how we address the two main de-
techniques [19, 22, 29, 45], and therefore this does notgjgn challenges: scalable and efficient enforcement of
constitute the focus of this paper. policies, and customer trust bootstrap via the monitor.
We assume that cloud providers themselves are not . .
malicious, since it is in their best interest to leverage 4-3 Cryptographic enforcement of policies
trusted computing to improve the security of their ser- The monitor needs to coordinate the cryptographic en-
vices. In particular, cloud providers will deploy a TPM  forcement of the seal and unseal primitives. In partic-
chip on every cloud node. ular, the data encrypted upon seal should only be de-
. crypted upon unseal by the nodes whose configuration
4.2 System overview satisfy the policy used to seal the data. The main imple-
Figure 1 illustrates the deployment of Excalibur in the mentation challenge is avoiding scalability bottlenecks.
cloud. Excalibur comprises two componentsclignt One possibility, which corresponds to the choice we
and amonitor. The client consists of a library that al- had made in a preliminary design for this system, is for
lows the implementation of a trustworthy cloud service the monitor itself to evaluate the policies: upon sealing,
to use the policy-sealed data primitives. This library can the client encrypts the data with a symmetric key and
be used both at the customer-side (e.g., before upload-sends this key and the policy to the monitor; then the
ing data), and by the software platforms running on the monitor encrypts this key and the policy with a secret



key, and sends the outcome back to the client. Upon un-nodes featuring the same configuration. Sealing and un-
sealing, the encrypted key is sent to the monitor, which sealing are done by encrypting the data using the en-
internally recovers the original symmetric key and pol- cryption key and a policy, and decrypting the sealed data
icy, evaluates the policy, and releases the symmetric keyusing the decryption key, respectively. The data can only
if the node satisfies the policy. Although this solution be unsealed by nodes that satisfy the specified policy.
implements the necessary functionality, it involves the The monitor protects the master key by 1) ensuring that
monitor in every seal and unseal operation, which intro- the master key cannot be released through the monitor’s
duces a scalability bottleneck. management interface, and 2) encrypting the master key
A second design is to evaluate the policies at the client before storing it on disk as described in Section 5.3.
side using public-key encryption. Each cloud node re-  The benefits of this solution are twofold. First, it al-
ceives from the monitor a set of private keys that match lows the system to scale independently of the workload
its configuration, in which each key corresponds to an since the seal and unseal primitives do not interact with
attribute-value pair of the configuration. Sealing is done the monitor, but run entirely at the client side. Second, it
by encrypting the data with the corresponding public allows for expressive policies directly supported by the
keys according to the attributes defined in the policies. CPABE policy specification language while only requir-
This solution avoids the bottlenecks of the first approach ing two keys — the CPABE encryption and decryption
because all cryptographic operations take place at thekeys —to be sent to the nodes. The price to pay for using
client side, which alleviates the pressure on the moni- CPABE is a performance hit when compared to tradi-
tor. The main shortcoming is that, in practice, it compli- tional cryptographic schemes. In Section 5 we explain
cates key management due to the number of key-pairshow this impact is minimized.
that nodes need to handle in order to reflect all possible . .
attribute combinations that can be used in policies. 4.4 Trusting the monitor
Since the monitor is managed by the cloud adminis-
trator, the mismanagement threats that affect any cloud
To address these problems, we use a cryptographicnode could also affect the monitor. Thus a second chal-
scheme called Ciphertext Policy Attribute-Based En- lenge is to ensure that the monitor operates correctly,
cryption (CPABE) [10], which works as follows. It and to efficiently convey this guarantee to customers.
starts with the generation of a pair of keys: a public  To achieve this, we first need to prevent the moni-
encryption keyand a secreinaster key Unlike tradi- tor from accepting flawed attribute mappings. For ex-
tional public key schemes, the encryption key allows ample, a mapping would be flawed if the attribute “lo-
a piece of data to be encrypted and bound to a policy. cation=DE” were mapped to the identity of a node lo-
A policy is a logical expression using conjunction and cated in the US, or if the attribute “vmm=Xen” were
disjunction operations over a set of terms. Each term mapped to the fingerprint of CloudVisor. To prevent
tests a condition over an attribute, which can be a string this, the monitor only accepts attribute mappings that are
or a number; both types support the equality operation, vouched for by acertificate A certificate is issued by
but the numeric type also supports inequality operators one or multiplecertifiers which have the responsibility
(e.g.,a = z orb > y). CPABE can then create an ar- of validating the correctness of mapping. For example a
bitrary number ofiecryption keyfrom the same master  certifier would check the location of the nodes, and the
key, each of which can embed a set of attributes spec-fingerprints of the software platforms. This role could
ified at creation time. The encrypted data can only be be played by the provider itself, or by external trusted
decrypted by a decryption key whose attributes satisfy parties akin to Certification Authorities.

4.3.1 The need for Attribute-Based Encryption

the policy (e.g., keys embedding the attribute = can Since anyone can issue certificates, the monitor must
decrypt a piece of data encrypted with the example pol- inform the customers about the identity of the certifier so
icy above). that they can judge whether the certifier is trustworthy,

Excalibur uses CPABE to encode the runtime config- and thereby be confident that the attribute mappings are
urations of the cloud nodes into decryption keys. At correct. Nevertheless, even if the certifier is trustwor-
setup time, the monitor generates a CPABE encryption thy, the system must provide further guarantees about
and master key pair, and keeps the master key securelythe authenticity and integrity of the monitor: only in this
Whenever the monitor checks the identity and software case can the customer be sure that the certificate-based
fingerprint of a cloud node, the monitor sends the appro- protections and the security protocols implemented by
priate credentials to the node, which include a CPABE the monitor are correct. To provide this guarantee, cus-
decryption key embedding the attributes that correspondtomers can directly attest the monitor. To perform this
to the configuration of the node; the decryption key is attestation, customers must obtain 1) the identity and
created from the master key, and forwarded to all the fingerprint of the monitor using remote attestation, and



2) a certificate that validates that the identity belongs to (GeSEice

a cloud node owned by the provider and that the finger- I";::;‘()‘:DE

printis of a trustworthy monitor implementation. If both CAttribute location:US CAtribute
conditions hold, it it safe to trust the monitor. monitor szz\e/?sor monitor
However, this solution raises a scalability issue, since oDz i ppRen
location:US vmm:CVisor

with a single TPM would be in the order of one attes-
tation per second. This is clearly insufficient to cope :
with the demand of a cloud service, even if we spawn a | €™

the maximum throughput of a monitor clone equipped /

/

cFingerprint

cldentlty cFingerprint

. . it location:DE i X
reasonable number of monitor clones. To make this S0- | "N,k | |=AlKetkoka) || -PCRetio) | |- PCRAFya)
lution scalable, we employ a technique based on Merkle location:US vmm:Cvisor

- AlK={Ks,Kc} - PCR={Fcyisor)

trees for batching a large number of attestation requests
into a single TPM quote which we detail in Section 5.

5 Detailed design

This section describes how Excalibur enables building Figure 2: Example certificate tree. This covers an infras-
trustworthy cloud services by providing policy-sealed tructure that comprises two clu§ters with t.hlree nodes emm
data support. We first introduce the certificates, which three software platforms. Provider P certifies the sendee,
constitute thé root-of-trust of the system. We tf;en de- tifier A the location of nodes, and certifier B their software
scribe the interfaces offered b E)Elcalibu.r for buildin fingerprints. The certificates in light colored boxes forra th
| : d _' d . );h ‘ Finall 9 manifest it validates the monitor's authenticity and integrity.
cloud services and managing the system. Finally we
present the security protocols that enforce policy-sealed

data. shown in Figure 2. This shows how a provider P can use
Notation. For CPABE keys K™, K* and K” denote  the certificates that correspond to the internal nodes in
master, encryption, and decryption keys, respectively. the tree to delegate the certification of different attrisut
For asymmetric cryptography and K denote private  to two different certifiers, A and B. Additionally, each
and public keys, respectively. For symmetric keys we |eaf in the certificate tree vouches for a mapping be-
drop the superscript. Notatidm) x indicates data en- tween the attributes that appear in node configurations
crypted with keyK, and{y} x indicates data signed  and the low-level measurements, namely software fin-
with key K. We represent noncesasSessionkeysand  gerprints (PCRs) or hardware identities (AIK keys).
nonces are randomly generated. NotationP, F, and .
M denote data, policy, envelope, and manifest; these5'2 System interfaces
terms are clarified in Section 5.2. The interface of Excalibur can be divided into two parts:
- e - a service interfaceto support the implementation of
5.1 Certificate specification cloud services, and management interfact allow
Excalibur uses certificates to validate the mappings be- cloud administrators to maintain the system.
tween the attributes specific to a trustworthy cloud ser-  The service interface exported by the client library
vice and the identities / fingerprints of cloud nodes. Cer- consists of the three operations summarized in Table 4.
tificates are used both by the monitor to check the con- Before the data can be sealed at the customer-side, the
figuration of cloud nodes and attest new monitor clones, attest-monitormust be invoked to check the authentic-
and by the customer-side client to attest the monitor. ity and integrity of the monitor. It returns the encryption
Our certificate specification aims to support multiple key KF needed for sealing andhaanifest\/ which con-
certifiers, since a single certifier may not have the ex- sists of a set of certificates that are necessary and suf-
pertise to assess all the attributes of the cloud service,ficient for validating the identity and fingerprint of the
or simply because the provider might be willing to hire  monitor (see Figure 2). The manifest is passed to the
multiple certifiers in order to reinforce customers’ trust. customer, who can learn which attributes can be used in
Provided that customers trust the certifiers that issued policies, and identify the provider and certifiers so that
the certificates, they can be sure that the mappings arethe customer can decide whether the service is trustwor-
correct, and thus policy-sealed data is properly enforced. thy. Since the local client saves the manifest and encryp-
To meet the needs of our security protocols and sup- tion key for sealing, this operation only needs to be done
port multiple certifiers, we allow individual attributes the first time the cloud service is used.
to be independently vouched for by different certifiers  The core primitives areealandunseal Seal can be
(e.g., just the VMM model or the location). As a result, invoked by both cloud nodes and customers, and it takes
certificates form a hierarchical tree like in the example the encryption keyK™, a policy P, and the dataD,



attest-monitor (mon-add) — (K™, M) or FAIL Monitor Node
seal (K=, P, D) — E=(P,D)K, (K)K" 1. AIKE .
unseal (K%, K E) — (D, P) or FAIL
2.n
Table 4: Excalibur service interface. 3. {n, PCRiode, KsissiO,}AlKnode

4a. 0K, (K®, KP) KL giondb. FAIL

and produces an enveloge This envelope is passed
to unseal, which returns the decrypted dataor fails

if its caller does not satisfy the policy. In addition to
the decryption keyx®, unseal receives as an argument Figure 3: Node attestation protocol.
the encryption keykK®, which is required by CPABE
decryption; the cloud node that invokes unseal must ob-
tain these keys from the monitor. Unseal also returns
the original policyP, so that a cloud node can re-seal
the data with the customer’s policy. The language for
expressing policies is the CPABE policy language.

The management interface allows the cloud adminis-
trator to remotely maintain the monitor using a console.
Its main operations allow for initializing the system,
managing certificates, and spawning monitor clones.

fore this protocol must be executed each time a cloud
node reboots, so it can obtain a fresh credential.

To deliver the credentials to a node, the monitor starts
by obtaining a quote from the node signed by the node’s
AIK and containing the current PCRs. Then, the mon-
itor looks in the certificate database for certificates that
match the node’s PCRs and AIK. If any are found, the
monitor obtains the node configuration by joining all the
attributes of the matching certificates onto a list similar
5.3 System initialization to the one shown in Table 2. Next, the monitor sends

) the node the credentials, which include the encryption
For_ a trustworthy cloud Service to take z_;td_v_antage of key, and the decryption key embedding these attributes.
p_ohc_y-seale(_j data, the monltor_must be |n|t.|aI|zed bY since generating a new decryption key is expensive,
binding a unique CPABE key pair to the service. To do o monitor caches these keys in the key database, and
th|s_, the cloud _adm|n|strator Ioe_lds_the certlflca_tes that shares the same decryption key among the nodes with
validate the attributes of the service into the monitor, and similar configuration.

instr_gcts the monitor to _generate _the key pair. If thes_e Figure 3 shows the precise messages exchanged be-
certificates form a consistent certificate tree, the moni- tween the monitor and the customer-side client. The

tor creates unique encryption and master keys, and binds, 0] is hased on a standard remote attestation in
them to the root certificate of the tree (see Figure 2). To which a noncer is sent to the node (message 2), and
allow for maintenance of the system, the administrator the node replies with a quote (message 3); the noynce is

can remove or add certificates as long as they form a e 1o check the freshness of the attestation request.
valid cert|f|c_ate treg. o ) i We introduce a first message, sent by the node after it
_ The monitor maintains its persistent state icer- boots up, to request credentials. Message 3 includes a
tificate databaseand akey database The certificate session key< 2., which will be used in message 4 for
database contains the certificates loaded into the mo”i'securely sending credentidi€® and K to the node.

tor. The key database contains all the CPABE keys. To A noteworthy aspect of this protocol is that the node
secure the key material, the key database is sealed usypeg not need to authenticate the monitor to preserve
ing the TPM seal primitive, which ensures that the key e security of policy-sealed data. In the worst case, a
database can only be accessed under a trustworthy mong, 5 qe may receive a compromised decryption key from

itor configuration in case the monitor reboots. an attacker. However, given that customers seal their
Once the setup is complete, the monitor can check the gata with the encryption key obtained from the legiti-
configurations of cloud nodes, as explained below. mate monitor, the data can only be unsealed by a de-

5.4 Node attestation protocol cryptior_’nlkey gener{:\teq frgm the masFer key owned by
the legitimate monitor; this property is guaranteed by
The main task of the monitor is to deliver credentials CPABE. As a result, the attacker cannot compromise the
to each cloud node reflecting the node’s boot time con- customer’s data. Next, we show how the customer ob-
figuration, which allow the node to unseal and re-seal tains the encryption key from the legitimate monitor.
data. The goal of the node attestation protocol is to de- . .
liver these credentials securely. Recall that, under our 5.5 Monitor attestation protocol
assumptions, when a cloud node reboots, the credentialsThe monitor attestation protocol is triggered by the
kept by the node in volatile memory will be lost. There- attest-monitoioperation and allows customers to detect



Monitor Customer-side
1.n

2. s(n), AIKLon, {h(n), M, K* PCRuon}AlKmon

| tag=00 || tag=01 | | tag=10 || tag=11 |

s(n,q) = (tag=10, n,,, h) Figure 5: Monitor attestation protocol.

Figure 4: Batch attestation example:The tree is built from

4 nonces. A summary for nonea, comprises its tag andthe  hash, and compares the result with the received).

hashes in the path to the root. This allows the monitor to efficiently accumulate many
attestation requests into a single quote, which increases
throughput dramatically.

if the monitor is legitimate by checking its authenticity  \e now explain the precise monitor attestation pro-

and integrity. In addition, this protocol obtains 1) the en- oo shown in Figure 5. In the first message, the

cryption key, which is used for sealing data, and 2) the cystomer-side client sends noneeor freshness, and
set of certificates that form the manifest, which lets the then yses the information returned in message 2 to val-

customer check the identity of certifiers and learn about jgate the monitor in two steps. First, it checks in the

gitimate if its identity and fingerprint are validated by and uses them to authenticate the monitor eyl

the manifest. and to validate the fingerprint of the monitor’s software
The main challenge in designing this protocol is scal- platformPCRyon (Se€ Figure 2). Second, to validate the

ability. To validate the monitor, the customer-side client freshness of the received messages, it uses noacel

must obtain a fresh quote from the monitor's TPM. The the summary(n) to compare against the aggregate hash

quote contains the monitor's PCRs and a nonce sent by () produced by batch attestation. If all tests pass, the

the customer-side client for freshness; both elements aremonitor is trustworthy, and the encryption k& is au-

signed by the monitor's AIK. However, since this proto- thentic. The customer can then seal data safely.

col depends on a fresh nonce signed in the TPM, the

attestation throughput would be very low, which creates 9-6 Seal and unseal protocols

a scalability bottleneck as multiple customers run the Thanks to the use of CPABE, invoking seal and unseal to

protocol concurrently. respectively encrypt and decrypt data can be done with-
To overcome this problem, we need to batch multiple out having to further contact the monitor (see Table 4).

attestation requests into a single quote operation. More  Inimplementing these primitives we take into account

precisely, we want to allow the monitor to quote a batch two aspects of CPABE related to performance and func-

of N nonces:; expressed as an aggregate hasty" ), tionality. First, since CPABE is significantly more in-
and yet send evideneg¢n;) to each customer-side client  efficient than symmetric encryption, seal encrypts the
that its nonce; is included in the aggregate hash. data with a randomly generated symmetric key, and uses

To make the protocol network efficient when sending CPABE to encrypt the symmetric key. Second, given
the evidence back to customers, the produced evidencethat CPABE decryption does not return the original pol-
must be significantly smaller than the accumulated batch icy, which unseal must return to allow cloud nodes to
of nonces. For this purpose, we use a Merkle tree as il- re-seal the data, we include the original policy in the en-
lustrated in the example of Figure 4. While the monitor velope along with a digest for integrity protection.

TPM is busy processing a batch of requests, the moni- .
tor accumulélt%s the nogces sent by m?JItipIe customers.s'7 Clone attestation protocol

As soon as the TPM becomes free, the monitor builds To elastically scale the monitor, the cloud administra-
a Merkle tree where the leaves hold the nonces of the tor can create multiple monitor clones. In creating a
batch, each inner node is a hash of the concatenatechew clone, an existing monitor instance must share the
children, and the head is the aggregate Hasl). The CPABE master key with the new clone so that the latter
monitor quotes the TPM with the aggregate hash. When can generate and distribute decryption keys to the cloud
quote finishes, the monitor creates a summdry) of nodes. However, this can only be done if the new clone
size O(log(N)) for each nonce, and sends each sum- can be trusted to secure the key and to comply with the
mary to the respective customer-side client. To validate specification of Excalibur protocols.

the freshness of the quote, a client takes its nenard To enforce this condition, the existing monitor in-
the received summary(n), recomputes the aggregate stance and the clone candidate run a clone attestation



protocol analogous to the one shown in Figure 3, but 1324 socksend( *receive\n”)
with two differences. First, after message 3, the moni- 1325 sock.recv(80)
. . . L 1326

tor checks if the candidate is trustworthy by checking if 1327 pipe = subprocess.Popen(  "/xen—ibin/seal”,
the candidate’s AIK and PCR values map to the “mon- 1328 stdin=subprocess.PIPE,

- . . . . . . 1329 stdout=sock.fileno())

itor” attribute contained in the manifest; if not, cloning 1330 1d_pipe = pipe.stdin.fileno()

is aborted. Second, if the test passes, the monitor autho-1331 _ _ _

. . . 1332 XendCheckpoint.save(fd_pipe, dominfo, True,
rizes cloning, and sends the master key, the encryption 1333 live, dst)

key, and a digest to the candidate. The digest identifies 1334 ngk'zslgégﬁpipe)

the head of the certificate tree associated with the keys. '

The new clone refrains from using the keys until the ad-

ministrator uploads the corresponding certificates to it. Figure 6: Hook to intercept migration (from fil&XendDo-
main.py: We redirect the state of the VM through a process

6 Implementation (seal.sh, which seals the data before the data proceeds to the

. . . . destination on sockesipck(lines 1327-1330).
We implemented Excalibur in about 22,000 lines of C

code. This includes the implementation of the moni-
tor, a client-side library providing the service interface
a client-side daemon for securing the CPABE decryp-
tion key on the cloud nodes, a management console, an
i . o o sealed VM.

a certificate toolkit for issuing certificates. The console , ) ,
communicates with the monitor over SSL, and all other | 'mPlementing these changes was relatively straight-
protocols use UDP messages. We use the OpenSSLforward' The integration with Excalibur required mod-
crypto library [32] and the CPABE toolkit [7] for all ifications to Xen, in particular to a Xen daemon called

our cryptographic operations, and the Trousers softwareX€nd which is responsﬂ?le for the management (_)f the
stack and its related tools [43] to interact with TPMs. guest VMs on the machine and communicates with the

hypervisor through the OS kernel of Domain 0. In par-
6.1 Example cloud compute service ticular, the VM operationsreate save restore andmi-
grate need to seal or unseal the VM memory footprint
whenever the VM is unloaded from or loaded to phys-

node outside the specified locations would fail, as the
oPOde would lack the credentials to unseal the policy-

We extended an existing cloud service to use Excalibur
in order to examine two issues. First, we wanted to un- . | tvelv. To st ine this imol
derstand the effort it would take to adapt existing cloud Ical memory, respectively. 10 streamiine this imple-

services to use Excalibur. Second, we wanted to use Ourmentat'uon, fwe t\c/’,?ﬂk ?dtv agta:ge of the fact thagdtﬁl— disk
implementation to estimate the performance impact of watyhs rant\‘j,verlj VNS a_fe etween memoryfz_alm q € dis
integrating Excalibur into cloud services. or e hetwork In a unitorm manner Using fie descrip-

The example cloud service we decided to adapt is tors. Therefore, we located the relevant file descrip-

: ; tors, and redirect the operations on these file descriptors
an elastic VM service where customer VMs can be de- :

) : . . . through an OS process that seals or unseals according
ployed in compute clusters in multiple locations, sim-

ilar to the EC2 service from Amazon. Our extension to the direction of transfer. Figure 6 shows a snippet of

uses Excalibur to enable a customer to gain better assur-xendwhICh Hlustrates this technique applied to migra-

ance that its VMs will not be accidentally or intention- tion. The modifications took place in the Python code

ally moved outside of the provider’'s compute cluster in in xend Overall, the changes t@ndwere minimal: we
y mo P P added/modified 52 lines of python code.
a certain area (e.g., the EU).

To build such a service, we started from Eucalyp- _The oth_er two ch_anges we needeq to perform con-
tus [31], which is an open source system that provides sisted of (i) hardenln_g_the software_ |nterfaces to pre-
an elastic VM service with an interface compatible to ve_nt the system administrator from invoking any oper-
that of Amazon EC2. It consists of several subsystems gtlons other than t.he fqur VM management operations
for controlling the allocation of virtual machines. Each listed above, anq (i using a TPM-aware bootloader [5]
node runs a virtual machine monitor (VMM) for hosting to measure the integrity of the software and to extend a

the VMs, which Eucalyptus coordinates centrally. Eu- TPMregister W'th the Xen configuration fmge.zrpnnt.. ]
calyptus supports various VMMs, but we used Xen [8] Overall,_ ada_ptmg Eucalyptl_Js to use Excalibur primi-
because it is open source. tives required little programming effort.

To_ |_mplement t_he confinement of VM placement we 7 Evaluation
modified Xen to invoke seal and unseal when the cus-
tomer's VM is created on a new node, migrated from In this section we evaluate the correctness of Excalibur
one node to another, or suspended on one node and reprotocols using an automated tool, and the performance
sumed on another. An attempt to migrate the VM to a of both Excalibur and our example cloud service.
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7.1 Protocol verification

We verified the correctness of Excalibur protocols using

an automated theorem prover. We used a state-of-the-

art tool named ProVerif [11], which supports the speci-

fication of security protocols for distributed systems in o1

concurrent process calculus (pi-calculus). o /L L
To use the tool, we specified all the protocols used 0 10 20 30 40 50 12345678

by our system, which included all cryptographic opera- Attributes in key (#) Number of cores (#)

tions (including CPABE operations), a simplified model

of the TPM identity and fingerprint, the format of all cer-  Figure 7: Performance of decryption key generation: time as

tificate types in the system, the monitor protocols, and we vary the number of attributes (left), and throughput for 1

seal and unseal operations. In total, the specification attributes as we vary the number of cores (right).

contains approximately 250 lines of code in pi-calculus.
ProVerif was able to prove the semantics of policy-
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sealed data in the presence of an attacker with unre-RAM’ and a TI.DM versiqn 1.2 manufactured by Win-
bond. All machines run Linux 2.6.29, and are connected

stricted access to the network. The attacker can listen .
..~ to a 10Gbps network. We repeated each experiment ten
to messages, shuffle them, decompose them, and inject.

. : imes and reporting the median results; the standard de-
new messages into the network. This model covers, for .~ -
) . . viation was negligible.
example, eavesdropping, replay, and man-in-the-middle . _
attacks. ProVerif proved that whenever a customer seals?.2.2  Decryption key generation

data, the resulting envelope can only be unsealed by aThe overhead of generating a CPABE decryption key

node whose configuration matches the policy. depends on the number of attributes embedded in the
For more d_eta|ls aboutthe specification and the proof, key. We measure the time to generate a decryption key
we refer the interested reader to [30]. stemming from the same master key, in which we vary

7.2 Excalibur performance the number of attributes from one tp 50. This_ range
seems to be reasonable to characterize the configuration
The performance evaluation of Excalibur has two parts. of a node.
First, we evaluate the scalability of the monitor by mea-  Figure 7 shows, on the left, the performance over-
suring the performance overhead and throughput of its head for generating a decryption key as a function of the
three main activities: generating CPABE decryption number of attributes it contains. On the right, we show
keys, delivering these keys to nodes, and serving mon-the peak throughput of key generation with 10 attributes
itor attestation requests. We then measure the perfor-on a single processor using up to eight cores. The re-
mance overhead of seal and unseal operations at thesults confirm two relevant findings of the original au-
client side. thors of CPABE. First, the overhead of generating keys
7.2.1 Experimental setup and methodology grows linearly with the number of attributes present in
L .. the key. Second, generating CPABE keys is expensive,
To evaluate Excalibur's performance, we use two dif- ¢ o 3'key with ten attributes takes 0.12 seconds to cre-

ferent experimental setups. The first setup uses a t"‘fo'ate, which would correspond to a maximum rate of 8.33
node testbed where one of the nodes acts as a mon'torkeys/sec on a single core.

and the other acts as a regular cloud node making re-

quests to the monitor. The second setup is used to evalu;ont e consider that its performance is acceptable in
ate the monltorfthroughput for attesting cloud nodes ar_1d this context. The reason is that the throughput pressure
serving attestation requests by customers. For attesting,, the monitor is relatively low, because large groups of
ClO.Ud ”Oqes’ we S|mulat§ 1,000 n_odes by usIng onN€ Ma- 4 chines are likely to have the same configuration. The
chine acting as the monitor and five machines acting as latency to generate a key will only be experienced by the

cloud nodes, all running parallel instances of the node ;. hode which reboots with a configuration that is new
attestation protocol. For monitor attestations, we USe @, the monitor. Since the key is cached, it is reused in

single machine acting as customers running parallel in- ¢4 e jgentical requests without additional costs.
stances of the monitor attestation protocol. This num-

ber of nodes is sufficient to exhaust the resources of the 7-2-3  Node attestation

monitor, and to ensure that there were no bottlenecks in We measured the latency of the node attestation proto-

the client nodes. col, and found that it takes 0.82 seconds. We also ob-
In both setups we use Intel Xeon machines, each serve that the bulk of the attestation cost (96%) is due to

one equipped with 2.83GHz 8-core CPUs, 1.6GB of the node performing a TPM quote operation necessary

Although CPABE key generation is inherently ineffi-
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Figure 9: CPABE fraction in the performance overhead of
Figure 8: Performance overhead of sealing and unsealing data sealing, varying the size of the input data.
as a function of the complexity of the policy, with input data
of constant size (1K bytes).

& o 100% ——T
SE sow
for remote attestation. This result is not surprising as 2 £ oo
TPM quote operations are known to be inefficient [27]. w 0%
Since most of the work required by this protocol is g; 20% ' [ .
carried out by the cloud nodes, this should not repre- o 0% 1K 10K 100K 1M 10M 100M
sent a bottleneck to the coordinator. To confirm this, we Data size (bytes)

evaluated the throughput of the monitor when conduct-

ing multiple parallel instances of this protocol, and the Figure 10: CPABE fraction in the performance overhead of
results show that the monitor can deliver up to 632.91 unsealing, varying the size of the input data.

keys per second, which is efficient and allows a sin-

gle monitor machine to scale to serve a large number ) ) . ]
of nodes. of sealing grows linearly with the number of attributes.

The cost of sealing for a policy with 10 attributes is
about 128 milliseconds.
We measured the performance of the monitor attestation  On the right, Figure 8 shows the cost of an unseal op-
protocol. This protocols has a latency of 1.21 seconds eration. Unlike encryption, CPABE decryption depends
and a throughput of approx. 4800 regs/sec on a sin- on the number of attributes in the decryption key that
gle node. The quote operation performed by the local are used to satisfy the policy. For example, consider a
TPM of the monitor is responsible for the bulk of the decryption key with attributed:x andB:y, and policies
latency (0.82 seconds), and the remaining time is due P; : A=x, and P, : A=x and B=y. Policy P, would use
to cryptographic operations and network latency. The one attribute, whereas, would use two. As before, the
value observed for the peak throughput is high, and is performance overhead of unseal grows linearly with the
a consequence of using batch attestation. If we disablesize of the policy. The time required to unseal a policy
batching, the throughput drops sharply to 0.82 reqgs/sec.with 10 attributes is 51 milliseconds.
Thus, this technique is crucial to the scalability of the  To study the relative effect of CPABE in the overall
monitor, delivering a throughput speedup of over 5000x. performance of Excalibur primitives, we vary the size
of the input data. Figures 9 and 10 show the fraction
of overhead caused by CPABE, and Table 5 lists the ab-
The performance overhead of the seal and unseal operg|te operation times. Our findings show that CPABE
ations performed by Excalibur clients is dominated by 4¢counts for the most significant fraction of the perfor-
the use of two cryptographic primitives: CPABE and ance overhead. Sealing 1 MB of data with a policy
symmetric cryptography (which runs AES with & 256~ ontaining 10 leaf nodes takes 134 milliseconds, and
bit key size). We study the effects of each in turn. 87% of the total cost of sealing goes to CPABE encryp-
To understand the effect of CPABE in the overall per- {jon, For unsealing, the fraction of CPABE is slightly
formance overhead, we set the input data to be of aqer than for sealing, but still very significant. Unseal-
small, constant size. Figure 8_ shows the performanceing 1 MB of data with a policy satisfying 10 attributes
overhead of sealing and unsealing 1KB of data as a func- 5 te private key takes 68 milliseconds, where 68% of

tion of the complexity of the policy. the latency is due to CPABE.
On the left, Figure 8 shows the cost of a seal opera-

tion as a function of the number of tests contained in the
policy. For instance, policA=x and (B=y or B=z)con- Our results show that the latencies of decryption key
tains three comparisons. Our findings show that the costgeneration and the node attestation protocol are reason-

7.2.4 Monitor attestation

7.2.5 Sealing and unsealing

7.2.6 Summary
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Data Latency (ms) pletion time roughly doubles. The overhead, however,

(bytes) Sealing Unsealing comes from encrypting the entire memory footprint of
1K 120 50 the VM; the usage of Excalibur to secure or recover the
10K 120 49

encryption key adds a small delay. Unlike the other op-

il(\)AOK igi gé erations,createexperiences a small overhead — only a
10M 264 243 4% increase. This is because the system only decrypts

100M 1522 1765 the kernel imagg which occupies 4.(_3MB, inste_ad of the
larger VM footprint, as in the remaining operations.

Table 5: Performance overhead of sealing and unsealing data, AS the results show, seal and unseal introduce notice-

varying the size of the input data. able overhead to the VM rental service operations, and
this overhead is due to the symmetric encryption of the
10 —— : : VM image. However, given that these operations occur
g | Symmetiic encryption mmmmm | infrequently and considering the additional benefits to
— Seal/Unseal .
z Xen Base T—— the security of data, we argue that these numbers con-
> 6 . . .
g stitute an acceptable trade-off between security and per-
g * i formance.
2+ I-I e
0 8 Related work

Create Save Restore Migrate
Over the past several years, there has been a lot of work

Figure 11: Latency of VM operations in Xen: Encrypting on trusted computln_g [33]. Most of this vyork targ_ets
the VM state accounts for the largest fraction of the ovedhea Single computers with the goal of enforcing applica-
while the execution time of seal/unseal is relatively siati- tion runtime protection [15, 19, 23, 26, 27], virtualizing
cryption runs AES with 256 bit key size. trusted computing hardware [9], and devising remote at-
testation solutions based on both software [17,41] and
hardware [12, 20, 36—38, 42]. Other work, focusing on
able, particularly since the monitor computes the former distributed environments, provides integrity protection
once per configuration, and executes the latter only onceon shared testbeds [13], or distributed mandatory access
for each reboot of a node. control [25]. Our work concentrates on the specific chal-
Our evaluation shows that the monitor scales well. A lenges of cloud computing environments, which fall out-
generic single-core machine running as a monitor node side the scope of these prior efforts.
can check the configurations of up to 633 nodes per sec- Excalibur shares some ideas with property-based at-
ond. The monitor can withstand a peak throughput of testation [36], whose goal is to make the hash-based
4.8K attestation requests from external customers persoftware fingerprints more meaningful to humans. Just
second on a single node, which is high. Since the pro- like in Excalibur, it maps low-level fingerprints to high
tocol and the key generation are easily parallelizable, level attributes (properties), and relies on a monitor
increasing the number of monitor nodes (or cores) can (controller) for this mapping. However, this work offers
scale up Excalibur even further. mostly an abstract model without an associated system.
Finally, we show that the latency of the seal and un- Moreover, Excalibur goes beyond this work by propos-
seal operations is reasonable. In particular, it is on the ing new abstractions geared toward cloud services.
order of tens or about one hundred miliseconds forsmall  The work by Schiffman et al. [40] aims to improve
data items. For large data the latency increases but it isthe transparency of laaS cloud services by providing
dominated by the cost of symmetric encryption. customers with integrity proofs of their VMs and un-
: derlying VMMs. Similarly to Excalibur, a central com-
7.3 Cloud compute service ponent called cloud verifier (CV) mediates attestations
We evaluate the performance overhead that the changesf nodes, and uses high level properties (attributes)
to Xen incur on its VM management operations, namely for reasoning about node configurations. However, the
create save restoreandmigrate We measure the time  scope of this work is narrower than ours: while the CV
to complete each operation using an example VM for 10 only provides integrity proofs, Excalibur builds on these
trials. The example VM runs a Debian Lenny distribu- proofs to enforce policy-sealed data, which is a general
tion, with Linux-xen 2.6.26; it uses a disk image with data-centric abstraction for protecting customer data in
4GB, and its memory footprintis 128MB. the cloud. In addition, the administrator of the CV is
Figure 11 shows the results of our experiments. The assumed to be trustworthy, representing a weaker threat
performance impact is noticeable, especially for the model, which, in our view, does not address an impor-
save restore andmigrate operations, where the com- tant class of problems that occur in cloud services to-
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day. Finally, as opposed to Excalibur, this system does [2]
not address the shortcomings of the sealed storage TPM
primitives, which could raise concerns of data manage-

ment inflexibility and isolation crippling if they need to  [3]
be used by cloud services to secure persistent data.
Multiple software systems have been proposed to in-
crease the security of sensitive data. Atthe OS layer, we 4
find hypervisors and OSes that can protect the confiden-
tiality and integrity of data using isolation [22,26,45] or
information flow control [44] techniques. At the middle- (5]
ware layer, we find frameworks, e.g., to build web ser- (g

vices that can offer their users strict control over their
data hosted at the provider site [21], enable controlled
sharing of sensitive data using differential privacy [35],
or provide general purpose encapsulation mechanisms [g]
for data [24]. These proposals are complementary to our
work, since, even though these software platforms have
a lot of potential for increasing the security and control
of data on the cloud, they lack an adequate mechanism
for bootstrapping trust. By combining these platforms [10]
with Excalibur, cloud providers have the opportunity to
build new trustworthy cloud services.

In our previous workhop paper [39], we proposed a
trusted cloud architecture to protect the confidentiality [12]
and integrity of customer VMs. Excalibur, on the one |5
hand, embodies the high-level vision proposed in this
work, but, on the other hand, differs in many design di- [14]
rections, like, for instance, in the fact that Excalibursise
CPABE to avoid involving the monitor in the operations
that encrypt and decrypt customer data. Furthermore,
unlike our previous workshop paper, we present here
a complete architecture and set of associated protocols,[1
and a real system implementation. [17]

[9]

[11]

[15

K=z}

9 Conclusion

] J. Hamilton.

In this paper we present Excalibur, a system that imple-
ments policy-sealed data: a new abstraction that addresg$19]
the limitations of trusted computing on the cloud, and
enables the design of trustworthy cloud services. EXx- [y
calibur leverages TPMs, a novel architecture with a set

of associated protocols, and CPABE to provide the de- [21]
velopers of cloud services two new primitives, seal and
unseal, which enable the construction of cloud services
that offer stronger protection over how data is managed.
We demonstrate the simplicity and flexibility of policy-
sealed data by using Excalibur to build an elastic VM [23]
cloud computing service based on Xen and Eucalyptus
that accesses customer’s data only on platform configu- [24]
rations approved by the customer.

References [29]

[1] Blippy Users Credit Card Numbers Exposed in Google
Search Resultshttp://mashable.com/2010/04/23/
blippy-credit-card-numbers

(26]

14

Cloudcamp: Five key concerns raised about cloud comput-
ing.  http://www.ithews.com.au/News/223980,
cloudcamp-five-key-concerns-raised-about-
cloud-computing.aspx

Federal Government's Cloud Plans: A $20 Billion Shift.
http://www.cio.com/article/671013/Federal_
Government_s_Cloud_Plans_A_20_Billion_
Shift

T-mobile:  All your sidekick data has been
ever. http://mashable.com/2009/10/10/
t-mobile-sidekick-data

Trusted GRUB. http://trousers.sourceforge.
net/grub.html

Verizon To Put Medical Records In The Cloudhttp://
www.networkcomputing.com/cloud-computing/
229501444 .

lost for-

] Advanced Crypto Software Collectionhttp://acsc.cs.

utexas.edu

P. Barham, B. Dragovic, K. Fraser, S. Hand, T. Harris, A&, H
R. Neugebauer, I. Pratt, and A. Warfield. Xen and the art of
virtualization. INSOSR2003.

S. Berger, R. Caceres, K. A. Goldman, R. Perez, R. Sailed

L. van Doorn. vTPM: virtualizing the trusted platform modul

In USENIX Security Symposiy2006.

J. Bethencourt, A. Sahai, and B. Waters. Cipherteltpo
attribute-based encryption. Bymposium on Security and Pri-
vacy, 2007.

B. Blanchet. An Efficient Cryptographic Protocol VeeifiBased

on Prolog Rules. II€SFW 2001.

E. Brickell, J. Camenisch, and L. Chen. Direct Anonyradu-
testation. INCCS 2004.

C. Cutler, M. Hibler, E. Eide, and R. Ricci. Trusted diskding

in the Emulab network testbed. WCSET 2010.
ENISA. Cloud Computing - SME Survey,
http://www.enisa.europa.eu/act/rm/files/
deliverables/cloud-computing-sme-survey/ .

T. Garfinkel, B. Pfaff, J. Chow, M. Rosenblum, and D. Bbne
Terra: A Virtual Machine-Based Platform for Trusted Comput
ing. In SOSPR 2003.

T. C. Group. TPM Main Specification Level 2 Version 1.2-R
vision 130, 2006.

V. Haldar, D. Chandra, and M. Franz. Semantic Remotesidt:
tion - A Virtual Machine directed approach to Trusted Comput
ing. InVM, 2004.

An Architecture for Modular Data Centersn

20009.

CIDR, 2007.

H. Hartig, M. Hohmuth, N. Feske, C. Helmuth, A. Lackgnski,
F. Mehnert, and M. Peter. The Nizza secure-system architect
CollaborateCom2005.

T. Jaeger, R. Sailer, and U. Shankar. PRIMA: policyuezt
integrity measurement architecture. SACMAT

J. Kannan, P. Maniatis, and B.-G. Chun. Secure datepress
for web services. IIWebApps2011.

] G. Klein, K. Elphinstone, G. Heiser, J. Andronick, D. ¢k

P. Derrin, D. Elkaduwe, K. Engelhardt, R. Kolanski, M. Netrj

T. Sewell, H. Tuch, and S. Winwood. selL4: Formal verification
of an OS kernel. IIBOSPR 2009.

D. Lie, C. A. Thekkath, M. Mitchell, P. Lincoln, D. Boneli. C.
Mitchell, and M. Horowitz. Architectural support for copya
tamper resistant software. ASPLOS$2000.

P. Maniatis, D. Akhawe, K. Fall, E. Shi, S. McCamant, and
D. Song. Do you know where your data are? secure data cap-
sules for deployable data protection. HotOS 2011.

J. M. McCune, T. Jaeger, S. Berger, R. Caceres, and RerSai
Shamon: A System for Distributed Mandatory Access Control.
In ACSAG 2006.

J. M. McCune, Y. Li, N. Qu, Z. Zhou, A. Datta, V. D. Gligaand

A. Perrig. TrustVisor: Efficient TCB Reduction and Attegiat



[27]

(28]

[29]

[30]

[31]

[32]
(33]

[34]

(35]

(36]

[37]

(38]

[39]
[40]

[41]

[42]

[43]
[44]

[45]

In IEEE Symposium on Security and Priva2@10.

J. M. McCune, B. Parno, A. Perrig, M. K. Reiter, and H.Zaki.
Flicker: An Execution Infrastructure for TCB Minimizatiorin
EuroSys2008.

Microsoft. BitLocker Drive Encryption. http:
/Imww.microsoft.com/whdc/system/platform/
hwsecurity/default.mspx

A. G. Miklas, S. Saroiu, A. Wolman and A. D. Brown. Bumke
a privacy-oriented platform for network tracing. NSDI, 2009.
N. Santos. ProVerif scripts for the Excalibur proto-
cols, 2011. http://www.mpi-sws.org/ ~nsantos/
excalibur/xcproverif.zip

D. Nurmi, R. Wolski, C. Grzegorczyk G. Obertelli, S.r8an,

L. Youseff, and D. Zagorodnov. Eucalyptus: A Technical Re-
port on an Elastic Utility Computing Architecture LinkingoMr
Programs to Useful Systems. Technical Report 2008-10, UCSB
OpenSSL http://lwww.openssl.org

B. Parno, J. M. McCune, and A. Perrig. Bootstrappingstiru
in commodity computers. IlEEEE Symposium on Security and
Privacy, 2010.

T. Ristenpart, E. Tromer, H. Shacham, and S. Savage, Ydey
Get Off of My Cloud! Exploring Information Leakage in Third-
Party Compute Clouds. IBCS 2009.

I. Roy, S. T. Setty, A. Kilzer, V. Shmatikov, and E. With Aira-
vat: Security and privacy for mapreduce.Ni$D|, 2010.

A.-R. Sadeghi and C. Stiible. Property-based attestéir com-
puting platforms: caring about properties, not mechanisis
NSPW 2004.

R. Sailer, T. Jaeger, X. Zhang, and L. van Doorn. Attimta
based policy enforcement for remote acces<C@8&

R. Sailer, X. Zhang, T. Jaeger, and L. van Doorn. Desighim-
plementation of a tcg-based integrity measurement agthite

In USENIX Security Symposiyu2004.

N. Santos, K. P. Gummadi, and R. Rodrigues. Towardsedus
cloud computing. IrHotCloud 2009.

J. Schiffman, T. Moyer, H. Vijayakumar, T. Jaeger, andvie-
Daniel. Seeding clouds with trust anchors WWCCS 2010.

A. Seshadri, A. Perrig, L. van Doorn, and P. Khosla. $wat
Software-based attestation for embedded devideSE Sympo-
sium on Security and Privac2004.

E. Shi, A. Perrig, and L. V. Doorn. Bind: A fine-grainedesita-
tion service for secure distributed systemsIBEE Symposium
on Security and Privacy2005.

TrouSersS http://trousers.sourceforge.net

S. Vandebogart, P. Efstathopoulos, E. Kohler, M. KranFrey,
D. Ziegler, F. Kaashoek, R. Morris, and D. Maziéres. Labeld
event processes in the asbestos operating syséedM Trans.
Comput. Syst2007.

F. Zhang, J. Chen, H. Chen, and B. Zang. Cloudvisor:
Retrofitting protection of virtual machines in multi-tenatoud
with nested virtualization. ISOSRP2011.

15



