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Abstract

Broadband networks are used by hundreds of millions of users to connect to the Internet
today. However, most ISPs are hesitant to reveal details about their network deployments,
and as a result the characteristics of broadband networks are often not known to users,
developers, and researchers. In this thesis, we make progress towards mitigating this lack
of transparency in broadband access networks in two ways.

First, using novel measurement tools we performed the first large-scale study of the
characteristics of broadband networks. We found that broadband networks have very
different characteristics than academic networks. We also developed Glasnost, a system
that enables users to test their Internet access links for traffic differentiation. Glasnost
has been used by more than 350,000 users worldwide and allowed us to study ISPs’ traffic
management practices. We found that ISPs increasingly throttle or even block traffic from
popular applications such as BitTorrent.

Second, we developed two new approaches to enable realistic evaluation of networked
systems in broadband networks. We developed Monarch, a tool that enables researchers to
study and compare the performance of new and existing transport protocols at large scale
in broadband environments. Furthermore, we designed SatelliteLab, a novel testbed that
can easily add arbitrary end nodes, including broadband nodes and even smartphones, to
existing testbeds like PlanetLab.
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Kurzdarstellung

Breitbandanschliisse werden heute von hunderten Millionen Nutzern als Internetzugang
verwendet. Jedoch geben die meisten ISPs nur ungern {iber Details ihrer Netze Auskunft
und infolgedessen sind Nutzern, Anwendungsentwicklern und Forschern oft deren Eigen-
heiten nicht bekannt. Ziel dieser Dissertation ist es daher Breitbandnetze transparenter
zu machen.

Mit Hilfe neuartiger Messwerkzeuge konnte ich die erste grof3 angelegte Studie tiber
die Besonderheiten von Breitbandnetzen durchfithren. Dabei stellte sich heraus, dass
Breitbandnetze und Forschungsnetze sehr unterschiedlich sind. Mit Glasnost habe ich
ein System entwickelt, das mehr als 350.000 Nutzern weltweit ermoglichte ihren Internet-
anschluss auf den Einsatz von Verkehrsmanagement zu testen. Ich konnte dabei zeigen,
dass ISPs zunehmend BitTorrent Verkehr drosseln oder gar blockieren.

Meine Studien zeigten dartiberhinaus, dass existierende Verfahren zum Testen von Inter-
netsystemen nicht die typischen Eigenschaften von Breitbandnetzen beriicksichtigen. Ich
ging dieses Problem auf zwei Arten an: Zum einen entwickelte ich Monarch, ein Werkzeug
mit dem das Verhalten von Transport-Protokollen iiber eine groflie Anzahl von Breitban-
danschliissen untersucht und verglichen werden kann. Zum anderen habe ich SatelliteLab
entworfen, eine neuartige Testumgebung, die, anders als zuvor, beliebige Internetknoten,
einschliellich Breitbandknoten und sogar Handys, in bestehende Testumgebungen wie
PlanetLab einbinden kann.
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1 Introduction

The degree of heterogeneity of today’s Internet is much higher than before. While it
started in the 1960s as a network of academic and military computers with a few hundred
users in the USA, it has since grown to a global network interconnecting nodes from
academic institutions, governmental agencies, corporations, content providers, and private
individuals. Today, the Internet is an important part of the daily life of hundreds of millions
of people worldwide and is composed of a mix of different networks. These networks have
highly heterogeneous bandwidth speeds ranging from high-bandwidth research networks to
lower-bandwidth cellular networks. Their levels of oversubscription are also very different.
While corporate networks often have low levels of oversubscription or even dedicated
network connections for business offices, residential networks often sign up hundreds of
customers over a single link connected to the residential ISP.

The network applications running on the Internet today also have very different char-
acteristics. The number of different workloads the Internet supports is indeed impressive.
Besides the traditional content served via webpages in the World Wide Web (WWW),
the Internet is also used to distribute software, to share files among users, to play online
multiplayer games, to download music and videos, to stream audio or video live or on-
demand (e.g., web radio or Internet TV), it is used for video chats, and to place phone
calls (e.g., voice-over-IP). Increasingly even TV and landline phone calls are transmitted
over the Internet. These workloads can impose rather distinct requirements on the net-
work they run on. While some applications, such as online multiplayer games or Internet
telephony, are latency-sensitive, others, such as large media or software downloads, are less
latency-sensitive, but instead have a high bandwidth demand and thus require networks
that provide high bandwidth links.

The network types that comprise the Internet can have very different characteristics.
The differences may lie in low-level flow characteristics, such as bandwidth, latencies, and
loss rates. However, networks’ characteristics could also vary due to higher-level policies
for traffic management, such as traffic shaping.

Network characterization is very important to application and system designers because
network properties often influence the performance of Internet systems. Network studies
often guide designers to help them make their systems more suitable to the characteris-
tics of the underlying network. For example, the asymmetric nature of network speeds in
residential broadband networks have made P2P system designers adopt “file swarming”,
a file transfer technique in which one peer downloads from multiple other peers simulta-
neously. Developers can make incorrect assumptions about the networks’ characteristics
that can lead to systems that function well when run in a testbed environment, but fail to
work properly when deployed on the Internet. For example, a recent scheme for providing
network coordinates was found to have much higher error rates when deployed on the
Internet than when run on PlanetLab M] As our studies show, these rates likely
stemmed from an incorrect assumption about how latencies vary on residential access net-
works. Consequently, system evaluations should be performed over the network a system
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is supposed to run on. Simulations must use an accurate model of the network — which in
return requires to study the network’s characteristics in depth. And testbeds should offer
a similar networking environment than what is expected in a real deployment scenario.

There is a large body of literature that studied the characteristics of different network
types in the Internet. However, most of these studies focused on academic network or the
Internet backbone ﬂBLﬂ_E)_ﬂ, |Rax9_ﬂ, |Ra2£9_g, |GR02, hQMiQd], despite the widespread deploy-
ment of residential broadband networks and their importance to emerging applications.
Broadband networks remain relatively unexplored by the academic community with only a
few small-scale studies ﬂLROﬂ, |QKLiO_4]], and evaluation of applications in broadband net-
works relies mostly on simplistic models in simulations @ﬁ?@@, @] But at the same
time, broadband networks are known to have very different characteristics from academic
networks [BGP04, [PHMOG].

The main reason for this situation is that most academic institutions and research lab-
oratories do not access the Internet over broadband. This lack of access makes it hard
to study broadband networks in depth and at scale. And even state-of-the-art Internet
testbeds, such as PlanetLab ﬂﬁa'] and RON ML which are often used for measure-
ment studies and for running realistic evaluation experiments, are comprised of mostly
academic nodes and have only a handful of broadband nodes. For example, as of May
2010 PlanetLab has only 5 nodes that connect to the Internet over broadband out of a
total of 1088 testbed nodes.

1.1 Broadband Internet Access

Residential broadband networks such as Digital Subscriber Line (DSL) and cable are
increasingly becoming popular. In 2009, more than 271 million people used these networks
worldwide ML and this number is expected to rise to 636 million by 2014 M] In
Germany alone, more than 66% of all Internet users connect to the Internet via residential
broadband networks M] The percentage are similar in other western countries like the
USA M] Many governments are adopting policies to promote ubiquitous broadband
access ﬂEQdDQ, 01, |EQdDﬂ] In these policies broadband access is often defined as an
Internet connection for home users that offers at least 1 Mbps bandwidth (compared to
dial-up connections with only a few tens of Kbps bandwidth). These policies may result
in even more people using broadband networks to access the Internet in the future.

Residential broadband networks provide the critical “last mile” access to the Internet
infrastructure. It is widely thought that the bottlenecks in the performance of the Internet
lie in its access networks . Thus, the reliability and the performance of Internet
applications — including voice-over-IP (VoIP), video on demand (VoD), online games, and
peer-to-peer (P2P) content delivery systems — depend crucially on the characteristics of
broadband access networks.

Today, there are mostly two broadband access network technologies that dominate the
way people access the Internet: cable and DSL. In the remainder of this section, we
present a brief description of their architectures and point out differences from other access
networks, such as corporate and academic networks. Finally, we discuss other existing and
emerging broadband technologies.




1.1 Broadband Internet Access

1.1.1 Cable

Cable networks use the cable television infrastructure to connect home users to the In-
ternet. In these networks, a master headend connects to several regional headends using
fiber-optic cables. Each regional headend serves a set of customers (up to 2,000 homes).
A single coaxial cable, carrying both television and data signals, links these customers to
their headend.

DOCSIS M] is the most common specification defining the interface requirements of
cable modems. In DOCSIS, each cable modem (CM) exchanges data with a cable modem
termination system (CMTS) located in a regional headend. In the downstream direction,
the CMTS broadcasts data to all cable modems that are connected to it. The cable
modems filter all received data and forward only the bytes destined for their customer’s
host. In the upstream direction, the access channel is time-slotted — a cable modem must
first reserve a time slot and wait until the CMTS grants the reservation. When the time
slot has been granted, the cable modem can transmit data upstream. Figure [T illustrates
a typical setup of a cable access network.

= oM |

Figure 1.1: A typical setup of a cable access network. On the user side, a cable
modem (CM) connects the user to the cable modem termination system (CMTS).

There are several important differences between cable and other access networks. First,
cable links typically have asymmetric bandwidths: their downstream bandwidth is much
higher than their upstream bandwidth. Second, customers cannot use the full raw ca-
pacity of their cable links. Instead, cable operators shape users’ traffic preventing them
from consuming more bandwidth than their contract stipulates. Although cable networks
currently allow raw data rates of up to 40 Mbps, the contracts of individual customers
specify much lower rates, typically between 128 Kbps and 20 Mbps. Further, some ISPs
over-subscribe their cable access networks. In this case, the level of service experienced
by customers can vary depending on the amount of competing network traffic.

Finally, cable modems can concatenate multiple upstream packets into a single trans-
mission, which results in short bursts at high data rates. Thus, the upstream latencies
can fluctuate heavily, depending on the allocation policy, and the amount of signaling and
packet concatenation used by the CMTS.

1.1.2 DSL

DSL access networks use existing telephone wiring to connect home users to the Inter-
net M] Unlike cable customers, DSL customers do not share their access link. Each
customer’s DSL modem uses a dedicated point-to-point connection to exchange data with
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a Digital Subscriber Line Access Multiplexer (DSLAM). The connection carries both data
and telephone signals, which are encoded in different frequencies. On the customer side,
a splitter separates the two signals and forwards the data signal to the DSL modem.
Figure illustrates a typical setup of a DSL access network.

e

\\\

Phone DSLAM Splitter

network

Figure 1.2: A typical setup of a DSL access network. Telephone and data signals
are multiplexed on the same line by the DSLAM. The signal is demultiplexed again by
the splitter in a user’s home and the data signal is forwarded to the DSL modem.

Today, typical DSL deployments offer bandwidth rates between 128 Kbps and 16 Mbps.
With VDSL (Very high bitrate DSL), customers can get speeds of up to 100 Mbps.

There are two important differences between DSL networks and other access networks.
First, like cable networks, DSL networks often have asymmetric bandwidths; their down-
stream bandwidth is higher than their upstream bandwidth. Second, the maximum data
transmission rate falls with increasing distance from the DSLAM. To boost the data rates,
DSL relies on advanced signal processing and error correction algorithms, which can lead
to high packet propagation delays. Consequently, the properties of DSL access links vary
depending on the length of the wiring or the quality of the wiring between a modem and
its DSLAM — the longer the distance between the modem and the DSLAM, the lower
the signal quality. Decreased signal quality requires more extensive signal error correc-
tion, ultimately leading to higher latencies and also lower available bandwidth. Hence,
the bandwidths, packet latencies, and loss rates can vary from link to link.

1.1.3 Other Broadband Access Technologies

DSL and cable technologies are the dominant broadband technologies used today by the
majority of home users. And while our focus is on DSL and cable access networks, there are
other existing and emerging broadband technologies to connect people with the Internet at
high speeds that make the Internet even more heterogeneous. We now list other important
broadband technologies for the sake of completeness.

Fiber-To-The-Home (FTTH) replaces the traditional copper wires of the last mile in
DSL with optical fiber cables. This allows for much higher speeds, typically ranging from
several tens of Mbps to 1 Gbps. Deployments of this technology are often limited to
densely-populated areas as they require laying new cables out which is rather expensive.

WiMaz (Worldwide Interoperability for Microwave Access) M] is a wireless alter-
native to DSL and cable on the last mile. It provides similar speeds to DSL and is deployed
mostly in regions (such as rural areas) with no access to broadband access networks like

DSL and cable.
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Satellite is also often used in areas where no other broadband access networks are
available. It allows high speed Internet connections with typically a few Mbps downstream
and less than one Mbps upstream speeds per user. Furthermore, satellite connections
usually suffer from high signal latencies as the network packets have to be sent to orbiting
satellites and back.

Mobile broadband technologies, such as EDGE, EVDO, or UMTS, play an increasing role
in the way people connect to the Internet. These technologies are also often referred to
as third generation (3G) wireless communications technologies m] Mobile broadband
technologies are cell-based, with users in one cell sharing the bandwidth of the underlying
medium with each other.

Mobile technologies can suffer from radio interference, a property specific to wireless
networks. The level of radio interference can become very high when many users share
the wireless medium. For example, mobile networks often suffer from low per-user band-
widths in densely populated areas such as urban cities. As a result, many Internet Service
Providers (ISPs) heavily manage user traffic, e.g., by introducing performance enhancing
proxies that can significantly lower the bandwidth needs of web applications, or by intro-
ducing traffic shaping and blocking of bandwidth-intensive applications such as filesharing
applications. While EDGE is rather low-speed with theoretical speeds up to 1.3 Mbps
in the downlink and 0.653 Mbps in the uplink, 3G-networks, such as EVDO M] and
UMTS M], support up to 7 Mbps per user. Future mobile broadband technologies
like Long Term Evolution (LTE) ] promise speeds of up to 50 Mbps per user.

1.2 Network Transparency

Network operators are usually hesitant to reveal details about their network deployments
because they consider these details as business secrets. This has made most networks
lack the transparency needed by Internet system designers. While it might make sense
for ISPs to conceal certain details about their deployments that usually have no impact
on application performance (e.g., the exact network topology), it is desirable to publish
information about network details that might affect their customers (e.g., latencies or
traffic management policies).

ISPs often establish service level agreements (SLAs) with their business customers.
SLAs specify the quality of service an ISP has to deliver to a business customer, such
as guarantees about their levels of bandwidth, latency, and network reliability. However,
there are no such precise SLAs for residential customers. Instead, contracts between users
and ISPs tend to be imprecise and cover only a very limited set of properties. For example,
most broadband contracts only specify an upper bound on the available bandwidth, e.g.,
“up to 6 Mbps”, while the actual bandwidth can be much lower. Further, these contracts
usually do not mention other performance details, such as latencies, loss rates, or connec-
tion reliability. Also, traffic management policies are not described, although typically the
ISP grants itself the right to deploy any policy they choose without further notice.

As a result, residential broadband networks remain remarkably opaque, despite the fact
that millions of users access the Internet using broadband and many popular Internet ap-
plications run in this environment. While the protocols and network technologies are well-
known, the network configuration and the traffic characteristics in broadband networks are
not well studied. But knowing about these networks’ characteristics is crucial to under-
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stand and predict the behavior of networked systems in this environment, as broadband
networks are known to be different from other, well-studied networks ﬂEHMOd, |BQRO_4I]

Transparent networks have many advantages over opaque networks. Transparency al-
lows users to make an informed choice about their ISP. For example, in recent years
broadband networks have been subject to traffic management practices that can signif-
icantly affect the performance of distributed applications popular with users, such as
BitTorrent ﬂl‘gpﬂ_ﬂ, @n@ﬂ] However, as ISPs are hesitant to reveal their practices pub-
licly, they leave their customers in the dark about the potential impact of these practices
on their Internet experience. But broadband users appear to be very interested in their
Internet access links, especially if applications do not perform as expected. For example,
there are popular Internet forums | where users post their experience with their
ISPs and discuss problems they have with their Internet connections. With transparency,
users can avoid signing up with ISPs that throttle their favorite applications, and they
can diagnose what is causing unexpected application behavior.

Details about broadband deployments are also important for designing new systems or
optimizing and adapting systems to make them perform well over these networks. A recent
example of how transparency can influence system design beneficially is P4P M], a
project run jointly by an ISP, a BitTorrent software vendor, and researchers. The project
seeks to keep BitTorrent traffic local in order to increase users’ download speeds while
reducing bandwidth costs for the ISP.

Finally, telecommunication regulators need transparency to monitor ISPs and hold them
accountable. In today’s opaque network deployments, regulators rely on information pro-
vided by ISPs themselves for their investigations ﬂszDBH, D&nﬂﬁﬂ] Obviously, this
does not allow regulators to monitor ISPs independently and enables ISPs to hide de-
tails about their network deployments from regulators. For example, it only came to the
attention of the US telecommunication regulator (FCC) that Comcast blocked BitTor-
rent traffic after network measurements performed by a civil rights group revealed this
practice m, M]

To improve the current situation with rather opaque network deployments, researchers
have sought to make networks more transparent without the direct support of network
operators. Using network measurements, network characteristics can be studied inde-
pendently and simulation models can be derived for more realistic system evaluations.
However, to date, there are only a few, small-scale studies that characterized residential
broadband networks HLHH, M] Evaluation experiments rely on either simulations,
which use simplistic and thus often not accurate models, or testbeds that only include a
handful of broadband nodes.

The goal of this thesis is to make broadband access networks more transparent to users,
researchers, and developers. We achieved this by building novel tools that allow the study
of broadband networks at scale for the first time. Furthermore, we developed tools and
systems that allow researchers and developers to evaluate their new system designs in
broadband networks at large scale.

1.3 Contributions

We make the following contributions towards increasing transparency in broadband access
networks.



1.4 Structure of this Thesis

1. The first large-scale study of the characteristics of broadband access net-
works of major ISPs in Europe and North America. To perform this study,
we developed a novel measurement methodology that requires only minimal coop-
eration from remote hosts to study important characteristics (such as bandwidth,
latency, and loss rates) of a large number of access links. Our study reveals impor-
tant differences between broadband and academic networks regarding bandwidth,
latency, and loss rates. For example, we are the first to point out that many broad-
band hosts have surprisingly long queues deployed that can significantly impact the
performance of latency-sensitive applications such as VoIP and VoD.

2. The first large-scale study of the prevalence of traffic differentiation in
broadband access networks. Our Glasnost system is an easy-to-use tool that
enables even lay users to test their broadband access links for traffic differentiation,
such as blocking or throttling of application traffic. Using data collected by Glasnost,
our study reveals that blocking of BitTorrent transfers was widely used until the end
of 2008, and that ISPs today increasingly deploy throttling-based traffic management
practices instead. Our findings were covered in the public media and even attracted
the attention of telecommunication regulators.

3. A novel methodology to study transport protocols at large scale over
the Internet. Building on our measurement methodology for studying network
characteristics, we present Monarch, a tool that emulates transport protocol flows
to a large number of hosts on the Internet without requiring direct access to them.
Monarch enables researchers to study the behavior of transport protocols in the wild
in heterogeneous settings.

4. A novel testbed design that allows adding end user nodes easily to existing
Internet testbeds. While today’s testbeds mostly consist of well-connected aca-
demic nodes, SatelliteLab allows creating heterogeneous testbeds, including broad-
band and mobile nodes that cannot be added to today’s testbeds such as PlanetLab.

Some of the material in this thesis was previously published in a series of conference

papers [HDGS06, DHGS07, DHB*08, DMHGO], DMG*10)].

1.4 Structure of this Thesis

The rest of this thesis is divided into two parts. In Part [[l we introduce novel method-
ologies for studying various aspects of residential broadband networks. Based on these
methodologies, we performed large-scale studies of residential broadband networks.

In Chapter 2, we outline the challenges in studying broadband networks and discuss
related work. In Chapter Bl we describe a novel methodology for studying broadband
networks with only minimal cooperation from the measured broadband hosts. We used
this methodology to perform the first large-scale study of the characteristics of residential
broadband networks. Next, Chapter d] presents Glasnost,which allowed hundreds of thou-
sands of users to test their broadband links for traffic differentiation. The chapter outlines
the design of Glasnost and uses the collected data to investigate the prevalence of traffic
shaping in the Internet.



1 Introduction

In Part [[I we focus on tools that allow researchers and developers to evaluate their
applications and systems in broadband networks.

In Chapter Bl we discuss the need for the evaluation of emerging systems and ap-
plications over the Internet. Discussing related work we point out that state-of-the-art
network simulators and testbeds do not represent the heterogeneity of the Internet as
they are mostly represent academic and high-bandwidth networks and do not consider
nodes from broadband access networks. Chapter [6] presents Monarch, a tool to emulate
transport protocol flows over the Internet at large. And Chapter [0 presents SatelliteLab,
a new testbed design that allows constructing heterogeneous testbeds easily, particularly
including broadband nodes.

Finally, in Chapter [§ we conclude and discuss possible directions for future work.



Part |

Characterizing Broadband Access
Networks






2 Background and Related Work

More than 271 million people worldwide use broadband access networks to connect to the
Internet. But despite these networks’ widespread usage, they remain relatively unexplored
by the academic community. Understanding the characteristics of broadband networks is
important for three reasons. First, studying broadband access networks allows researchers
to model the underlying network and thus create realistic simulation environments, which
can be used to test new applications and systems before deploying them in the wild.
Second, measurements allow researchers and users to detect network anomalies, which
might affect the operation of the network or of the applications running over it. Previously,
such measurements revealed flaws in widely used protocols ] Third, measurements
make network deployments more transparent. For instance, measurements have revealed
recently that many major ISPs deploy equipment that restricts the bandwidth for popular
Internet applications M]

While there are a large number of measurement tools available, they are often not
suitable to measure residential broadband networks as most of these tools require access
to the broadband nodes. But researchers often have only limited access to broadband
environments and, as a result, previous studies were restricted to a few tens of broadband
nodes.

In this thesis, we present two approaches to study the characteristics of broadband net-
works at large scale. First, we developed a novel measurement tool that allows researchers
to study properties of broadband networks, such as bandwidth, queue lengths, and loss
rates, without the requirement to have access to many end hosts. Second, we present
Glasnost, a system that allowed hundreds of thousands of end users to check their access
links for traffic differentiation. Glasnost enabled us to study the prevalence of BitTorrent
blocking and throttling in broadband networks.

In the next sections, we give an overview of existing measurement methodologies and
discuss why most of these techniques are not suitable to study broadband access networks
at large scale. We also present previous network measurement studies including small-scale
studies of broadband access networks.

2.1 Measurement Methodologies and Tools

Measuring the Internet has been a long tradition in networking research. Since the early
days of the Internet, researchers have been interested in the characteristics of the Internet.
Traditionally, measurement studies have examined the bandwidths, latencies, and loss
rates of Internet paths. Additionally, recent studies have investigated the presence and
configurations of network policies found on Internet paths, such as traffic shaping and
traffic prioritization policies.

Researchers have devised measurement tools that use either active probes or passive
observation of ongoing network traffic to measure the Internet. To infer the network char-
acteristics from the measurements, the collected measurement data has to be analyzed
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carefully as confounding factors (such as noise, the used TCP congestion control algo-
rithm, and the local configuration of protocol parameters) might have affected the data,
potentially resulting in misleading interpretations of the data i@] While most of to-
day’s Internet measurement tools are used by researchers, there are easy-to-use tools that
are built for end users to measure characteristics they are interested in. We will present
some popular examples later in this section.

2.1.1 Active and Passive Measurement Techniques

Many measurement methodologies have been developed to study the characteristics of
networks. They are typically divided into two classes: active measurement techniques and
passive measurement techniques. In the following, we introduce each of these classes of
techniques and present several examples.

Active measurement techniques

Active measurement techniques send probes among Internet hosts. These probes are used
to infer the characteristics of network paths. They often require control over the Internet
hosts used to send and receive probe traffic.

Pathload M] estimates the bandwidth available to TCP flows by sending periodic
streams of measurement traffic. Its inference is based on the insight that one-way delays of
measurement probes increase if they are sent at a rate higher than the available bandwidth.
Claypool et al. M] presented a methodology for estimating queue sizes in broadband
networks. ICMP ping probes are used to measure the latency to a nearby host. Then a
large download is started that is supposed to fill up the queue at the bottleneck link, which
is usually the broadband link. Once the queue is filled up, the latency to the nearby host
is measured again. The increase in latency compared to the first measurement is used to
estimate the queue size at the bottleneck link.

Some active measurement tools use packet-pair or packet-train techniques to estimate
the network path capacity with only a small number of probes. Pathrate M] sends
many packet pairs back-to-back and measures the packet dispersion at the destination
host. This technique estimates the capacity of the traversed network path and works even
in the presence of cross traffic. Probegap | is able to measure a link’s capacity
even in the presence of links with multiple distinct rates, as, e.g., caused by traffic shaping
equipment such as token buckets. Sending packet trains, it measures the one-way delay of
the probes and detects gaps that correspond to idle periods, which corresponds to periods
of full link capacity. The one-way delays measured during these idle periods are then used

to estimate the path’s capacity.
NetPolice M] (previously named NVLens M]) compares the aggregate loss
rates of different flows to infer the presence of “network neutrality violations”. Their focus

is on inferring backbone ISPs’ traffic differentiation policies. Probes that carry contents
of application messages are sent between pairs of measurement points; to control which
path segment is measured the TTL field of the IP header is adjusted.

Finally, the DIMES project M] uses volunteer-contributed hosts to run “traceroute”
measurements that map the connectivity of edge networks. DIMES requires end user hosts
to run arbitrary code (similar to the popular SETI@Qhome software M]) It was
deployed more than four years ago and has about 8,000 users.
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Most of the active measurement tools presented so far require access to both end points
to measure the path characteristics between them. Such a methodology restricts the scale
of a measurement study and cannot be used for networks researchers typically lack access
to, such as broadband networks. To overcome this limitation, researchers have come
up with new methodologies that leverage existing protocols in unanticipated ways while
requiring access to only one end point to perform measurements that were previously
intractable.

Sting M] manipulates the TCP protocol to measure packet loss. In principle, Sting
uses TCP’s loss detection to derive the underlying loss rate. To get a significant statistical
sample of probes, Sting manipulates TCP to send packets that overlap in payload, thus
sending many more packets than a usual TCP implementation would send while still
conforming to the TCP standard. Sting only requires the remote host to run a TCP-based
service (e.g., a webserver) it can connect to. Using similar techniques, SProbe M]
sends packet pairs of TCP SYN packets to measure bottleneck bandwidth to uncooperative
Internet hosts. This approach is problematic today as the TCP SYN probes look like a
port scan and might trigger intrusion detection alarms.

T-BIT HEEQ]J, MAF05] exploits the TCP protocol to characterize Web servers’” TCP
behavior, such as which congestion control algorithm is used and whether the remote
server supports selective acknowledgments. Its packet probes are indistinguishable from
normal webpage requests and work with any web server.

King NG__S&%] estimates the path latencies between two arbitrary end points on the
Internet without having access to any of them. The measurement methodology is based
on the observation that most end hosts are located close to their DNS server. King uses
recursive DNS queries to measure latencies between two arbitrary DNS servers which
can then be used to estimate the path latencies of two end points located close to these
DNS servers. King assumes that the path characteristics between two (typically well-
connected) DNS servers are similar to those between two arbitrary end hosts. However,
this assumption does not hold for broadband nodes as we will show in Chapter Bl

TCP Sidecar M] is a technique to map the topology of a network. It tries to overcome
the shortcomings of the popular traceroute tool that is often blocked by firewalls and
that is unable to map nodes behind Network Address Translation equipment (NAT). TCP
Sidecar injects duplicates of TCP packet into passing TCP streams. The injected packets
are TTL-limited and use the IP record route option to map the network. To measure
a node, TCP Sidecar must be placed in its communication path. However, this is very
challenging and requires the support of ISPs or content providers to measure a large
number of nodes.

All of these tools are successful in measuring a large number of nodes on the Internet,
but they also raise usage concerns — probes are sent to remote hosts which did not
consent to the measurements. Such measurements can interfere with normal user traffic
and might even impose costs on the measured users if a per-byte payment model is in
place. For all these tools, precautions have to be adopted that mitigate these concerns,
e.g., by minimizing the interference and other side-effects for users.

Passive measurement techniques

Instead of sending probes to measure a network, passive measurement techniques moni-
tor and analyze the ongoing network traffic to infer characteristics and properties of the
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network or the applications running on top of it. Passive measurement methodologies are
less intrusive than active measurements: they use only real, pre-existing traffic for infer-
ence and do not generate any artificial traffic that might influence the network’s behavior
or raise security concerns. At the same time, they allow measuring hosts even without
access to them as long as their traffic passes the passive measurement monitor. Although
passive measurement techniques have many strengths, in practice they have three major
limitations.

First, passive measurement techniques rely on pre-existing network traffic to infer net-
work characteristics. Thus, the tools have to be placed in network locations that allow
monitoring sufficient traffic that crossed the link of interest. This can be very challeng-
ing as it requires support from ISPs or content providers, which often restricts passive
measurement studies to a small number of network links researchers have access to.

Second, the performance of an Internet flow can be affected by many confounding fac-
tors. One such factor is the used software platform, such as the operating system (and
especially its TCP/IP networking stack) and its configuration. Another factor is the char-
acteristics of the observed flows, as they can have significant differences in packet sizes and
burstiness. And finally, transient noise caused by background traffic has to be considered.
In most cases when using passive measurement tools it is not possible to avoid these fac-
tors. Thus, in order to draw accurate inferences, passive measurement tools must account
for many confounding factors, which is a complicated task that can lead to inaccurate
results. Active measurement tools on the other hand can avoid most confounding factors
as the measured traffic is under the control of the researcher and thus, also repeatable.

Third, privacy is a concern with passive measurements M] Since real traffic is
monitored and recorded, it may contain private data, including passwords and data that
identifies the sender (e.g., the sender and receiver IP addresses). Hence, techniques to
anonymize such data must be carefully applied ﬂRAELD.d, HAMOAI]

In practice, these limitations make it hard to design passive measurement methodolo-
gies to study network characteristics accurately and at large scale. Nevertheless, passive
measurement techniques have been used in a large number of measurement work in recent
years. Here, we list some popular examples. Sen et al. M] monitored peer-to-peer traf-
fic from a single ISP to learn about the dynamics of this traffic type, such as traffic patterns
and traffic volume. Cleary et al. M] presented a methodology to estimate bandwidth
from passive measurement traces using sampling techniques. Eriksson et al. M]
developed an algorithm that extracts a network’s topology from network traces without
actively probing the network. The algorithm works by analyzing the TTL hop count of
IP packets.

2.1.2 Measurement Tools for End Users

The measurement tools presented so far were developed and used by researchers to study
network characteristics. To use these tools and understand their results, users are required
to have networking experience. Thus, these tools are not meant to be run by ordinary
users. Nevertheless, also end users are interested in particular characteristics (such as
available bandwidth or end-to-end latencies) of the networks they use. Consequently,
there are a number of network measurement tools that are used by end users or that
were built for end users to measure characteristics they are interested in. Designing and
deploying measurement tools for end users has one major benefit: it allows researchers to
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collect measurement data from end user networks, which are typically not accessible to
researchers at large scale.

The currently existing measurement tools for end users can be grouped in three major
categories. A first class of network measurement tools measures a particular network
property. For example, the ping tool, which comes with most operating systems, is
widely used to check the availability of a remote host or to measure the path latency to
a remote host. Internet speed tests (e.g., M]) are probably among the most popular
measurement tools used by end users. These tests measure the end-to-end throughput of
a network path by running large TCP downloads and uploads.

A second class of network measurement tools for end users is formed by network diagno-
sis tools. Netalyzr M] is a web-based tool that focuses on the detection of networking
problems. It detects, for instance, manipulation of web content by a HTTP proxy in
the path or blocking of traffic on some prominent ports. NPAD M] allows end
users to diagnoses performance problems with TCP downloads from remote sites. NPAD
can identify problems that are caused by failures in the last-mile network, or common
misconfigurations on a client’s host.

Finally, a third class of network measurement tools detects traffic shaping. Our own
Glasnost tool (cf. Chapter [ falls into this category. The Electronic Frontier Foundation’s
“Test Your ISP” project N%@
checking for forged packets. However, this method requires access to two hosts in differ-
ent ISPs and involves the use of tools like Wireshark, which is beyond the capabilities of
most end users. DiffProbe M] is a probing method that checks for traffic differentia-
tion based on active queue management. In particular, this methodology detects whether
RED or weighted fair queueing is used to manipulate flow performance. For its measure-
ments DiffProbe uses pairs of flows that share similar characteristics, but differ in their
application payloads or the port they are sent on. Difference in these flows’ performance
is attributed to differentiation. Using statistical methods DiffProbe can distinguish dif-
ferent active queue management techniques. NANO M] uses causal inference to
detect the presence of traffic “performance degradation”. NANO relies on a vast amount
of passively collected traces from many users to infer if traversing a particular ISP leads to

| offers instructions for tracing a BitTorrent transfer and

poor performance for certain kinds of traffic. NANO does not provide immediate per-user
results, but aggregates results across users after enough data was collected. At this point,
NANO is only available for the Linux operating system, which limits its adoption by end
users.

While all of the tools presented in this section measure network characteristics that are
relevant to end users, not all of these tools are equally popular. In fact, the popularity of
a tool seems to be related to how simple it is to run measurements. The most popular
tools typically make it very easy to set up measurements (e.g., they run measurements
from the user’s host to an already set-up measurement server), and they mostly do not
require users to install software (e.g., by running measurements from a user’s web browser).
Additionally, the results these tools output are easy to understand, even for novice users.
We used these insights while designing our Glasnost system, which is now a very popular
tool with hundreds of thousands of users.
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2.2 Measurement Platforms and Studies

Many researchers use Internet testbeds, such as PlanetLab ﬂE_lah, RON ML and
NIMI M] to conduct measurement studies. These testbeds are designed explicitly for
use by researchers and usually do not allow end users to measure their own links. Recently,
Measurement Lab M] was started as a platform for Internet measurement tools for end
users. As of May 2010, Measurement Lab provides a number of generic measurement tools
that characterize certain features of the Internet path they measure (e.g., latencies and
bandwidth) and tools that detect traffic shaping in the Internet.

Most measurement studies focus on the characteristics of academic and corporate net-
works or the core of the Internet. For example, Paxson M] studied network packet
dynamics among a fixed set of Internet hosts located primarily in academic institutions.
In later work, Paxson M] measured end-to-end packet dynamics by transferring 100
KBytes among 35 Internet sites. These probe streams were used to investigate the preva-
lence of packet reordering in the Internet, and also to measure bottleneck bandwidth and
path latencies. Bellardo et al. M] quantified the amount of packet reordering in the
Internet by probing a number of popular hosts on the Internet. Ianneccone et al. M]
analyzed the prevalence and impact of link failures in an ISP backbone.

Several other studies have measured the network paths connecting the PlanetLab
testbed, examining characteristics such as bandwidth M] and node connectiv-
ity @] However, Pucha et al. HM] found that the network paths of today’s
testbeds are not representative for the Internet, as they are mostly comprised of academic
nodes and lack nodes in corporate and broadband environments, which can have vastly
different characteristics. In fact, our study in Chapter [3] supports this finding as we show
that broadband networks have inherently different characteristics than academic networks.

2.2.1 Broadband Network Studies

Only few studies have investigated broadband access networks, and rigorous measurement
data that characterize these networks at scale are lacking. Claypool et al. ﬂ@] per-
formed a measurement study of access networks’ queue sizes using 47 volunteering broad-
band hosts. They found that the median queue size was 350 ms in DSL networks and
150 ms in cable networks, and they showed in simulation that large queue sizes are detri-
mental to network traffic from interactive applications. Similarly, Jehaes et al. M]
observed a large increase in round-trip delays over saturated broadband links. Their
experiments were limited to one DSL and one cable link. Lakshminarayanan and Pad-
manabhan M] performed measurements from 25 broadband hosts to examine several
application-level metrics such as TCP throughput and latency to different Internet hosts.
In later work, Lakshminarayanan et al. | outlined pitfalls in measuring link ca-
pacities of cable and DSL networks by using existing bandwidth estimation tools. In
particular, the accuracy of these tools is greatly influenced by the rate regulation schemes
used in cable and DSL networks. Three passive measurement studies have examined
the traffic generated by residential customers in Japan M], France M], and
Germany ﬂm . Each of the studies was limited to one ISP per country.

Beverly et al. NB_]B@] use participants of filesharing applications to test for port block-
ing in edge networks. Their tool pretends to share popular files and waits for clients to
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connect to them on a particular port. If there is port blocking, clients’ connection attempts
will fail. They found port blocking to be relatively common in the Internet.

While these studies are a first step towards a rigorous characterization of residential
broadband networks, all of them (but Beverly’s study on port blocking) remain small in
scale.

In the next two chapters, we present the first large-scale studies of broadband access
networks using two different approaches.

In Chapter Bl we present a novel active measurement methodology that can measure
broadband networks remotely and without cooperation from end hosts connected to the
broadband links. It allowed us to perform a large-scale measurement study of 11 ma-
jor broadband ISPs in North America and Europe, focusing on characteristics such as
bandwidth, latency, and loss rates.

In Chapter Ml we study the properties of broadband networks using a different approach.
We built Glasnost, a system that allows end users to detect traffic differentiation, such as
blocking or throttling of application traffic, in their broadband links. Glasnost has been
used by hundreds of thousands of users worldwide. Using the data collected by Glasnost
we were able to study the prevalence of traffic differentiation in broadband networks at
large scale.
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3 Characterizing Residential Broadband
Networks

In the absence of systematic studies, knowledge about residential broadband networks
is based on anecdotal evidence, hearsay, and marketing buzzwords. Although broadband
networks are known to have very different characteristics from academic networks ,

|, there have been no large-scale studies quantifying these differences. As a result,
researchers today are left to second-guess how well protocols or systems evaluated in
academic networks would work in the commercial Internet, and in particular in broadband
networks with their hundreds of millions of home users.

As discussed in the previous chapter, most existing measurement tools are not suitable
for studying broadband access networks at scale. One major reason for this is that these
tools typically require the user to run a program on both endpoints of a path. This require-
ment makes these tools be precise because they can separate upstream and downstream
effects; however, to achieve large scale, we needed to work with hosts that were not under
our control.

Hence, we developed a novel measurement methodology that allowed us to study broad-
band access networks with minimal end host cooperation. We use TCP acknowledgment
and ICMP echo request probes to measure broadband end hosts. We leverage that Inter-
net hosts are mandated by the corresponding protocols to respond to these probes. As we
will show in this chapter, our methodology allows easy and accurate characterization of
broadband link properties.

In this chapter, we present the first large-scale measurement study examining 1,894
broadband hosts from 11 major commercial cable and DSL providers in North America
and Europe. The goal of our study was to perform a rigorous characterization of an exten-
sive set of properties of broadband links. For this, we measured link bandwidths, latencies,
and loss rates. We also characterized the properties of broadband queues, including queue
sizes and packet drop policies. Finally, we examined a physical property specific to the
cable transmission medium: the time-slotted access policy of the upstream channel. We
measured the effects of this access policy on latency and jitter. Because broadband ac-
cess links are asymmetric, we measured the properties of the upstream and downstream
directions separately. Our analysis was driven by three questions:

1. What are the typical bandwidth, latency, and loss characteristics of residential broad-
band links?

2. How do the characteristics of broadband networks differ from those of academic or
corporate networks?

3. What are the implications of broadband-network properties for future protocol and
system designers?
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Our study reveals important ways in which cable and DSL networks differ from the
conventional wisdom about the Internet, accumulated from prior studies of academic net-
works. For example, many cable links show high variation in link bandwidths over short
timescales. Packet transmissions over cable suffer high jitter as a result of cable’s time-
slotted access policy. DSL links show large last-hop delays and considerable deployment
of active queue management policies such as random early detection (RED). Both cable
and DSL ISPs use traffic shaping and deploy massive queues that can delay packets for
several hundred milliseconds.

Our findings have important implications for emerging protocols and systems. For
instance, the high packet jitter in cable links can affect transport protocols that rely on
round-trip time (RTT) measurements to detect congestion, such as TCP Vegas E@]
and PCP M] Further, the large queue sizes found in cable and DSL ISPs can be
detrimental to latency-sensitive applications such as VoIP when they are used concurrently
with bandwidth-intensive applications, such as BitTorrent.

3.1 Measuring Network Characteristics with Minimal
Cooperation

For our measurements to be generally applicable, the study needed to be performed at large
scale. Previous studies of broadband networks ﬂLﬂ)ﬁ, (CKL*04, |.LP_PJ)_4] used measure-
ment tools that required cooperation from the remote broadband hosts. Such a method-
ology restricts the scale of the measurement study. Instead, we developed a different
methodology for conducting large-scale detailed broadband measurements. Our approach
requires minimal cooperation from the remote hosts, allowing our measurements to scale
to thousands of broadband links.

Remote hosts need to cooperate only in two simple ways. First, they must respond
to ICMP echo request packets with ICMP echo responses. Second, they must send TCP
reset (RST) packets when they receive TCP acknowledgments (ACK) that do not be-
long to an open TCP connection. Both responses are mandated by the corresponding
protocols ﬂﬁ', M]

Our technique is simple: we probe the broadband link with packet trains at different
rates, using packets of various types and sizes. We use the responses received to infer a
broad range of characteristics, both downstream and upstream. This approach requires
support from only one endpoint of an Internet path, but obtaining accurate measurements
is more challenging than with tools that require support from both endpoints or with
tools that have been explicitly designed to measure one specific property L@, @,

DRMO4).

3.1.1 Probe Trains to Measure Broadband Links

We used five types of probe packet trains to measure a broadband link. These trains differ
with respect to three properties: the protocol packets used, the size of the probes, and the
rate at which the trains were sent.

We refer to our high-rate probe trains as floods, and we refer to our low-rate probe trains
as trickles. All floods were sent at 10 Mbps to saturate the broadband links. Consequently,
packet floods measure the network under congestion. By contrast, all packet trickles were
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sent at a rate of a few tens of Kbps, so they characterize the broadband network under
normal operational conditions.

We limited the packet floods to at most 10 seconds, whereas we allowed trickles to last
from several hours to several days. To capture diurnal variations in network properties,
we repeated the floods every half hour for one week.

e Asymmetric large-TCP flood. We sent large (1,488—byt) TCP ACK packets,
and the remote host responded with small (~40-byte) TCP RST packets. The ACK
packets saturated the downstream links and router queues, but the responses, being
smaller and fewer, did not saturate the upstream links or queues.

e Symmetric large-ICMP flood. We sent large (1,488-byte) ICMP echo request
packets, and the remote host responded with ICMP echo response packets of the same
size. This packet train saturated the links and router queues in both downstream
and upstream directions.

e Symmetric small-TCP flood. We sent small (40-byte to 100-byte) TCP ACK
packets, and the remote host responded with small (~40-byte) TCP RST packets.
Like the symmetric large-probe flood, this packet train saturated the network in
both downstream and upstream directions but with much smaller packets.

e Symmetric large-ICMP trickle. We sent large (1,488-byte) ICMP echo request
packets spaced at large intervals randomly chosen between 10 ms and 30 ms, and the
remote host responded with ICMP echo response packets of the same size. Unlike the

above probe trains, this packet train did not saturate the downstream or upstream
links.

e Symmetric small-TCP trickle. We sent small (40-byte) TCP ACK packets
spaced at large random intervals between 10 ms and 30 ms, and the remote host
responded with small (~40-byte) TCP RST packets. This packet train did not
saturate the downstream or upstream links.

3.1.2 Measured Broadband Link Properties

Our measurements rely on one assumption: the broadband access link is the only bottle-
neck along the Internet path between our measurement hosts and the remote broadband
hosts. We validate this assumption in the next section. This section describes how we
measure the properties of the broadband links based on this assumption.

Link bandwidth

To estimate the allocated downstream bandwidth, we calculate the fraction of answered
probes in the large-TCP flood, which saturates the downstream link only. For example,
we estimate the downstream bandwidth of a link to be 6 Mbps when 60% of packets in our
10 Mbps large-TCP flood are answered. We use the same technique to estimate upstream
bandwidths from the symmetric large-ICMP flood. The behavior of the large-ICMP flood

1'We used 1488-byte probes because some DSL links running PPPoE or PPPoA have an maximum trans-
mission unit of fewer than 1,500 bytes.
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is driven by the bandwidth of the slower link, which for cable and DSL is the upstream
link.

Our techniques yield incorrect estimates in the presence of cross-traffic. To identify and
eliminate all measurement probes affected by cross-traffic, we use the IP identifier (IPID)
field in the IP headers of the response packets. Many Internet hosts increment the IPID
field by a fixed number (typically one) for every new packet they create. We can use
this fact to detect when the broadband host sent additional packets at the time of our
measurements, thus excluding measurements that were affected by cross-traffic.

Packet latencies and jitter

We characterize three types of packet delays and their variation (jitter) for each link:
queueing delay, propagation delay, and transmission delay. Intuitively, queueing delay is
the time a packet spends queued behind other packets in the router, transmission delay
is the time taken by the router to send the first packet in the queue over the wire (thus
it depends on the rate of the link), and propagation delay is the time taken by the packet
to be received on the other end of the wire (thus it depends on the link length and the
propagation speed of the used medium).

We estimate the maximum possible queueing delays (or queue lengths) by calculating
the variation in RTTs of packets in our floods. To determine downstream queue lengths,
we calculate the difference between the 95th percentile highest RTTH and the minimum
RTTs of packets in the large-TCP flood. Remember that the large-TCP flood overflows
only the downstream router queues. A similar calculation for the large-ICMP flood, which
overflows queues in both directions, estimates the sum of downstream and upstream queue
lengths. We subtract the downstream queue length from this estimate to obtain the length
of the upstream queue.

To study broadband link propagation delays, we estimate their last-hop delays. We
computed last-hop delay as the difference between the latencies of small-TCP trickle probes
to the broadband host and to its last-hop router. By comparing the last-hop delays for
different packet sizes, we are able to infer the transmission delays in broadband links.

Packet loss

We estimate typical packet loss rates in broadband networks by calculating the fraction
of lost packets in the small-TCP trickle. To detect packet loss due to queue management
policies, such as random early detection (RED), we examine how the loss rate varies with
the latencies of the packets.

3.1.3 Validating our Assumptions

Next, we discuss seven important concerns about our methodology:

1. While protocol standards require a response to each of our probes, NATs and firewalls
can block incoming probe packets. How many Internet hosts respond to our probes?

2This filters out spikes and jitter to obtain a more reliable estimate of the maximum RTT.
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2. To be accurate, our probes must traverse the entire Internet path reaching the broad-
band host and not be answered by an intermediate router. Do our measurements
accurately reflect the properties of broadband access links?

3. We assumed that the broadband links are the bottlenecks in the measured Internet
paths. How often are broadband links the bottlenecks along the measured Internet
paths?

4. We assumed broadband hosts respond to all probes without any delay. In practice,
end hosts could drop or rate limit their responses. How often do broadband hosts
delay or drop response packets?

5. Our probes can be interpreted as port scans or attacks. What are the best practices
we adopted?

6. Our methodology requires us to flood end hosts with different probe packets at
10 Mbps. Why is it necessary to flood end hosts with probes to characterize broadband
links?

7. Measuring network characteristics with minimal cooperation from an end host is
more challenging than with tools that require full cooperation. What are the limi-
tations of our methodology?

How many Internet hosts respond to our probes?

In theory, our methodology should enable us to measure all end hosts on the Internet since
the protocols require a response to each of our probes. In practice, however, many hosts
are either offline or behind NATs and firewalls that block or rate-limit incoming probe
packets.

We conducted a simple experiment to estimate the fraction of Internet hosts that can
be measured with our methodology. We sent probes to three types of hosts: end hosts in
commercial broadband ISPs; end hosts in academic and research networks; and Internet
routers. We selected end hosts in broadband and academic networks from a 2001 trace
of peers participating in the Gnutella file-sharing system M] We used DNS names
to select hosts belonging to major DSL and cable ISPs and university domains in North
America and Europe. For example, we classified a host as a BellSouth DSL host if its DNS
name is of the form adsl-*.bellsouth.net. We discovered Internet routers by running
traceroute to the end hosts in broadband and academic networks.

Table Bl presents our results. We probed 1,000 hosts in each of the three host categories.
Overall, more than 6% of the broadband hosts, 5% of the academic hosts, and 69% of the
routers responded to both probe types (ICMP echos and TCP ACKs). While this may
seem like a small percentage, there are millions of hosts in the Internet, and it should be
easy to find thousands of suitable hosts for a measurement study.

We believe that the primary reason for the large difference in the response rates between
routers and other end hosts is the low availability of the end hosts. Unlike routers, many
end hosts are often offline and disconnected from the Internet. To estimate the effect of
host unavailability, we probed the set of end hosts that responded to our probes for a
second time after a few weeks. Only 67% of the hosts responded again, suggesting the
high impact of end host unavailability. Moreover, our end hosts were selected from a trace
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Broadband Academic Router

TCP ACK 7.2% 13.4% 69.6%
ICMP Echo 25.0% 8.9% 89.3%
Both 6.6% 5.3% 69.4%

Table 3.1: Fraction of Internet hosts responding to our probes. We selected
a sample set of 1000 hosts from each of three different categories of hosts: hosts in
commercial broadband ISPs, hosts in academic and research environments, and Internet
routers.

collected five years earlier. In contrast, the router list was generated from traceroutes
conducted only a few weeks before this experiment.

Our results suggest that our methodology can be used to perform a large-scale study
on the characteristics of residential broadband networks.

Do our measurements reflect accurately the properties of broadband access links?

We ran controlled experiments using five broadband hosts (two cable and three DSL) under
our control located in North America and Europe. These experiments were performed on
a small scale because they required end host cooperation. Although we hoped to recruit
more volunteers, the effort required to set up our experiments made it difficult to convince
users to perform them: our experiments require root access and manual changes to the
users’ firewalls.

First, we checked whether the probe packets were being sent over the broadband link
or whether they were being answered by a router in the middle of the network. We found
that in all cases the probes were being responded to by the NAT-enabled modems in the
customers’ premises. By configuring the modems to forward any arriving probe packets
to end hosts, we were able to receive the probes at our end hosts. Note that the probes
must cross the broadband link to reach the modems.

Second, we checked whether the NAT-enabled modems affected the measurements by
delaying or rate-limiting their responses. We gathered two traces for each link: one when
the modem responded to the probes, and another when the modem forwarded all probes
to the broadband hosts. We configured the broadband hosts to respond to the probes
without any delay (less than 100 pus) or rate-limiting. We compared the two traces with
respect to latencies and losses of probes and responses. The two traces matched closely in
all cases, suggesting that the modems do not adversely affect our measurements.

Finally, we verified the accuracy of our bandwidth and queue length measurements. We
compared the measured bandwidths of the access links with the rate speeds advertised by
their ISPs. We found that these bandwidths matched very closely — the average difference
in downstream bandwidths was less than 3%. To validate our queue length estimates, we
used our access to the end hosts to measure the upstream and downstream queue lengths
separately and accurately. The measurements matched the estimated queue lengths very
well. The close match suggests that both our bandwidth and queue length measurements
are accurate.
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How often are broadband links the bottlenecks along the measured Internet paths?

Our methodology assumes that the broadband link is the bottleneck on the Internet path
measured. When the probes are sent from well-connected hosts, the broadband links
are likely to be the bottlenecks in these paths. To validate this assumption, we sent a
large-TCP flood probe train from a well-connected host in an academic network to the
broadband host and another train to its last-hop router. We used traceroute to discover
these routers. Comparing these two probe trains revealed that the broadband links are in
fact the bottlenecks.

Figure Bl compares the available bandwidth, the RTT increases, and the packet loss
rate of the two traces for 1,173 randomly selected broadband hosts. Most paths to the
last-hop routers achieved the full 10 Mbps throughput, experiencing almost no losses or
RTT fluctuations. By contrast, the paths including the broadband link had much lower
throughput, considerable RTT increases, and high packet loss. This suggests that these
variations are caused by the last hop, i.e., the broadband link.
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Figure 3.1: The broadband link is the bottleneck. Comparison of the paths to
the residential broadband hosts and their corresponding last-hop routers. The former
include the broadband link, while the latter do not. The two sets of paths have very
different characteristics, which validates our assumption that broadband links are the
bottlenecks along the Internet paths to broadband hosts.

How often do broadband hosts delay or drop response packets?

Our methodology assumes broadband hosts respond to probes without any delay. However,
several factors could delay or even prevent hosts from responding to some or all of our
probes. For example, a firewall may block certain types of probes, such as ICMP echo
requests. Some routers add a delay between the arrival of a probe and the departure of the
response ﬂ@] Also, a host with limited processing power might delay or drop packets
arriving at high rates.

In our analysis, we removed all hosts that did not respond to our probes. We also
removed the broadband hosts that rate-limited their probe responses. We identified such
hosts by checking for large loss episodes occurring periodically.

We performed the following experiment to check whether our probe trains were too
aggressive for the processing power of some hosts. We sent probe trains at 10 Mbps but
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with varying packet sizes. Although all trains consumed the same bandwidth, their packet
sending rates were different. We checked whether hosts experienced higher losses at faster
sending rates. A higher loss rate suggests that an end host cannot process packets at fast
rates. We checked how losses varied with packet sending rates for all broadband hosts
in our study. The loss rates remained constant for over 99% of the hosts in our study,
suggesting that the end hosts have sufficient processing power to handle our probing rates.

What are the best practices we adopted?

Performing active measurements on the Internet raises important usage concerns. Al-
though it is difficult to address and eliminate all such concerns, we adopted a set of
precautions to mitigate these concerns. We restricted our high rate probe trains to no
more than 10 seconds each. We also embedded a custom message in each of our probe
packets which described the experiment and included a contact email address. To date,
we have not received any complaints.

Another cause for concern was that users with a per-byte payment model end up paying
for our unsolicited traffic. To mitigate this concern, we only measured hosts in ISPs that
offer flat-rate payment plans, and we limited the total amount of data sent to any single
broadband host over our entire study.

Why is it necessary to flood end hosts with probes to characterize broadband links?

Our methodology allows us to measure three different major characteristics of broadband
links: link bandwidth, packet latency, and packet loss. While we use only low-bandwidth
probe trains to measure packet loss, we use high-bandwidth probe floods at 10 Mbps to
measure link bandwidth and packet latency.

We admit that there are more efficient ways to measure link bandwidths. For example,
Croce et al. HQEHB_O& |QEI.IB_09] refined our methodology to measure ADSL link band-
widths with two orders of magnitude less measurement traffic. However, to date we are
not aware of a methodology that allows us to study packet latencies, including the router
queue sizes deployed in broadband networks, without flooding the end host. To limit
the absolute amount of traffic we generate for our measurements, we re-use the latency
measurements to also infer link bandwidths.

What are the limitations of our methodology?

Our approach requires support from only one endpoint of an Internet path to study broad-
band networks at large scale. Compared to tools that require support from both endpoints,
this makes it more challenging to obtain accurate measurements. The reason is that our
approach does not allow measuring the characteristics of the upstream and downstream
link independently. Instead, we infer characteristics for both directions by exploiting the
fact that broadband networks have asymmetric links. In practice, having access to only
one endpoint can cause our measurements to be less accurate. However, as pointed out be-
fore, we found that our results on link bandwidth, latencies, and loss rates closely matched
the results obtained from measurements of each direction individually.

While our technique builds on the fact that broadband networks have asymmetric links,
it works even if links are symmetric, i.e., when upstream and downstream capacities are
the same. It is inaccurate only when the upstream bandwidth exceeds the downstream
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bandwidth. The residential ISPs we measured in this paper do not offer such configura-
tions.

3.2 The Characteristics of Big DSL and Cable ISPs

In this section, we analyze the data gathered from sending probe packet trains to a large
number of residential broadband hosts in 11 major ISPs (see Table B2). We examine
three important characteristics of broadband networks, namely link bandwidths, packet
latencies, and packet loss. Analyzing these properties is important because they affect the
performance of protocols and systems running over broadband.

We conducted our measurement study in April and May 2007. Each probe train was
sent from well-connected hosts located in four academic networks (Figure B.2). The aca-
demic networks used are dispersed geographically — three in North America (in the south,
northwest, and northeast) and one in Europe.
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Figure 3.2: Measurement setup.

Two important limitations affect our measurement study. First, we studied only major
cable and DSL ISPs in North America and Europe. Our conclusions are unlikely to
generalize to high-speed fiber-based broadband ISPs, such as those in Japan or South
Korea ML or to mobile broadband technologies, such as UMTS or EVDO. Second,
we removed all hosts that did not respond to our probes or that were rate-limited, which
could introduce some unknown bias.

3.2.1 Selecting Residential Broadband Hosts

We measured the link characteristics of 1,894 broadband hosts from 11 major cable and
DSL providers in North America and Europe. We selected these hosts by probing hosts
measured in a previous study of Napster and Gnutella M] We identified TP address
ranges of popular residential ISPs from IP-to-DNS mappings (e.g., BellSouth’s DNS names
are adsl-*.bellsouth.net), and we scanned for IP addresses responding to our probes.
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Table B2l summarizes high-level information about the ISPs we measured. Our study in-
cludes five out of the top ten largest