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Abstract

As wirelessly networked devices become more pervasive,
large scale mobile ad hoc networks will become increasingly
important for providing network services. In addition to ba-
sic communications, higher level services must be provided
in order to make these networks useful for a large commu-
nity. When this goal is met, the necessity of deploying dedi-
cated network infrastructure may no longer be required. Ad
hoc networks are highly dynamic and decentralized in much
the same way as p2p networks, this similarity may make p2p
ideas well suited for application in this area. This paper dis-
cusses the issues of applying p2p ideas to provide scalable
services on a large ad hoc wireless network.

1 Introduction

Ad hoc wireless communication is a powerful technology
allowing self organizing connectivity and network services
with no preexisting infrastructure. Due to the fact that com-
munication is not tied to any dedicated infrastructure, ad hoc
networks are potentially more resilient and pervasive. This
flexibility allows networks where there is no place to put
wiring or the cost of installing infrastructure is prohibitive.
In the case of a disaster where the existing infrastructure is
damaged, ad hoc networking would allow communication
that would otherwise not be possible. Additionally, ad hoc
communication allows the network to grow with the number
of people using it, not requiring new infrastructure to be built.

Currently, mobile ad hoc networks (MANETs) allow the
federation of a few hundred nodes to provide mutual connec-
tivity. The only service provided by the network is basic con-
nectivity; services such as NTP, DNS, and other high level
applications are not available or could not be deployed in an
efficient manner. The underlying network does not lend itself
well to centralized applications since the broadcast medium
would be quickly saturated around the server. While this lack
of services may be acceptable for the small networks possi-
ble today, larger systems will need these applications to be
useful.

In order for larger ad hoc networks to be practical, scala-
bility problems must be solved and self organizing distributed

applications must be developed to replace those traditionally
provided by infrastructure servers. There have been several
solutions proposed to the problem of scalability, most notably
those based on landmarks or coordinate systems. The coordi-
nate system imposed by these networks is strikingly similar
to those used in structured overlays. MANETs and struc-
tured p2p overlays share the properties of dynamic network
membership and a decentralized nature with no administra-
tive control.

These similarities may help solve the problem of develop-
ing scalable ad hoc applications. Many decentralized appli-
cations have been built upon scalable p2p overlays and these
same ideas may be useful in developing higher level services
in an ad hoc setting. This idea seems promising, but there are
several key challenges that makes the environment more dif-
ficult than the traditional Internet. The networks are highly
dynamic with mobile nodes, and small cross sectional band-
width introduces challenges not seen in a wired network.

The goal of providing higher level service on top of large
MANETS require a number of concerns be addressed. In
this paper we explore these concerns from the standpoint of
implementing p2p style applications on top such a network
and discuss adaptations that are necessary.

The structure of the paper is as follows. Section 2 provides
background information on peer to peer overlays and mobile
ad hoc networks. Section 3 describes the issues that must be
addressed in a wireless environment. Section 4 concludes.

2 Background

In this section, we briefly provide background and describe
ad hoc networks and peer-to-peer networking.

2.1 Mobile Ad Hoc Networks and Landmark
Routing

A number of ad hoc network routing protocols use a routing
table to maintain a path from any source to any destination,
calledproactive routing [17, 14]. However, as the nodes are
mobile, a lot of control overhead is generated to maintain
these frequently broken routes.Reactive routing protocols
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[12, 18] for ad hoc networks are designed so that routing in-
formation is acquired only when needed. The reactive proto-
col discovers a new route to the destination on-demand, and
tends to maintain it as long as the path is still being used for
data traffic. This reduces control overhead to zero if the nodes
are stationary. The above approach works well for small sized
networks but for large networks routing without having any
infrastructure is a big challenge. Routes might break as soon
as they are discovered, wasting a lot of bandwidth without
getting any data across.

Scalable routing algorithms based on landmark hierarchies
were described in a seminal paper by Tsuchia [26, 24, 25].
Landmark nodes self-organize themselves into a hierarchy,
such that landmarks at a given level in the hierarchy are an
approximately equal number of network hops apart. Each
node maintains routes to the nearest landmark node at each
level. The address of a node consists of the sequence of ids
of the nearest landmarks, from highest to lowest level. Dur-
ing routing, a node extracts from the destination address the
highest level landmark id that differs from its own node ad-
dress, and forwards the packet towards the landmark with that
id. The mapping from node identifiers to their current ad-
dress is maintained in a distributed fashion. Landmark rout-
ing achieves scalability by dramatically reducing the sizeof
per-node routing tables at the expense of somewhat longer
routes. Since node addresses are maintained dynamically,
landmark routing also lends itself to mobile hosts.

LANMAR [16] is a variation landmark routing that tar-
gets mobile ad hoc networks with groups of nodes that are
related in function and mobility, combining some of ideas
from Landmark routing and from Fisheye State Routing [15]
to make MANETs’ more scalable. L+ [5] is an adaptation of
landmark routing for mobile ad hoc networks.

2.2 Peer-to-peer systems

In this section, we briefly provide some background on peer-
to-peer systems. Peer-to-peer systems are self-organizing,
decentralized overlay networks, in which participating nodes
contribute resources and cooperate to provide a service.

Structured p2p overlay networks conform to a specific
graph structure that allows them to locate objects reliablyand
in a probabilistically bounded number of routing hops [19,
23, 21, 27]. In these overlays, every node and every object
is assigned a unique identifier randomly chosen from a large
identifier space, referred to as anodeId andkey, respectively.
Given a message and a key, the overlay routes the message
to the live node whose nodeId is numerically closest to the
key in logN hops, whereN is the number of nodes in the net-
work. Structured overlays scale to millions of nodes and they
are highly resilient to node failures.

One of the abstractions that can be implemented upon a
structured overlay is a distributed hash table (DHT). Like a
conventional hash table, a DHT stores (key, value) tuples,

but does so in a highly scalable, decentralized, and fault-
tolerant manner. DHTs can be used, for instance, to provide
decentralized storage and distributed lookup services [6,22].
Structured overlays can also provide scalable, end-system-
based group communication [28, 20, 3]. Scribe [3], for
instance, supports group multicast and anycast, and scales
to large numbers of groups, highly dynamic groups, and
groups sizes ranging from one node to the entire Internet.
It has been used to support scalable event notification [4],
high-bandwidth content distribution [2], and decentralized
resource location.

Existing structured overlay networks were designed for
the Internet, with its mostly stationary hosts and its high-
capacity backbone. Non-local communication is the norm in
these overlays, overlay routing is completely separate from
network routing, and overlay maintenance overhead can be
substantial. As a result, these systems are not directly ap-
plicable to ad hoc wireless networks, where cross-section
bandwidth is scarce and the network topology may change
rapidly [10, 13, 9]. We are currently developing a system that
combines a Landmark like structure and p2p ideas to provide
scalable network services in a wireless environment.

3 Issues

In this section the issues of adapting p2p overlays for use on
top of a MANET to provide the basis for scalable network
services are discussed. Once these problems are addressed,
implementing p2p applications to provide critical networks
services is much more practical.

3.1 Traffic Characteristics

In the Internet, there are high bandwidth long distance chan-
nels that connect physically far away parts of the network.
In a MANET, all of the interfaces share the same channel
throughout the network. There is a very limited cross sec-
tional bandwidth because there are no high capacity links.
Traffic that is sent across the network will have to traverse the
links between many nodes, thus using much of the network’s
capacity. Cooperative applications designed for the Internet,
such as DHTs, must be reexamined before being transferred
to a MANET as bandwidth optimization is now important.

It would be ideal if all traffic crossed a very few links, but
the predominant mode of communication in a large MANET
is unknown and must be studied. In addition to studying the
general traffic patterns in the network, it would also be use-
ful to observe the traffic patterns of particular applications.
Some applications may be more intrinsically suitable for de-
ployment in a wireless network. Studying the traffic patterns
of applications may also help determine ways applications
could be better adapted to the wireless environment.

Some application’s data has natural physical locality and is
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only useful to a group of users who are geographically close
to each other. Limiting the scope in which data can be re-
trieved to a smaller number of nodes than the whole system
will naturally limit long distance traffic. Some applications
have natural locality such as a community bulletin board sys-
tem or class newsgroups. There should be a mechanism for
inserting data so that limits the scope in which it is viewable,
perhaps similar to [8]. This could help conserve bandwidth
in the system, but there should be an incentive for an appli-
cation to do this.

While applications can be designed to minimize the
amount of traffic that travels very far in the network, it can
not always be avoided. To prevent such traffic from degrad-
ing performance of the entire network there should be mech-
anisms in place to either make such traffic less damaging,
or to throttle it. If a metric is developed for how much a
packet would cost to send in terms of bandwidth, perhaps a
packet can be buffered in order to conserve bandwidth until
the networks is idle and then sent. It also might be possible
to combine packets headed in the same direction from several
sources into one and then split them when their paths diverge
so that all the space in one maximum transfer unit is utilized.

Once basic network connectivity is established, it would be
possible to run a traditional centralized service such as DNS
on an ad hoc network. This would not be a scalable solu-
tion for several of the reason mentioned above, the broadcast
channel around the nodes running these services could eas-
ily be saturated, and the distances to the root servers may be
significant. To build a viable service on top of an ad hoc net-
work it should balance the load equally among the nodes and
be aware of the wireless environment it is running in, some-
thing that traditional services do not do.

3.2 Fault Model

Structured overlays are often built in a manner that makes
failures unlikely to affect the overall system. This is possi-
ble because in the wired internet failures are less likely then
in a wireless environment and the network is fairly well con-
nected. In the wireless environment the failures will be more
drastic, thus aggravating many of the problems of correlated
failure [11]. In an ad hoc environment there may be one
node holding two halves of a network together, and if that
node fails the two halves of the network will each see half
the nodes as having failed.

Additionally there are also many other factors that can
cause wireless nodes to fail at a much higher rate. Many de-
vices using wireless interfaces are powered by batteries, and
will turn off to conserve batteries. Wireless devices are sub-
ject to disconnection due to the peculiarities of signal propa-
gation, a device moving between two rooms may get varying
degrees of connectivity. The loss rate of the wireless chan-
nel is also much higher than that of a wired ethernet channel
resulting in the need to retransmit more packets.

A structured overlay designed on top of an unreliable sys-
tem such as this must be implemented to handle these types
of failures gracefully and not produce much additional over-
head. The system must be resilient to failure as extreme as
large network partitions that may make many nodes unreach-
able. For successful scalable network services to be built,
these types of faults must not greatly degrade the services
being provided.

3.3 Utilizing Existing Infrastructure

Having the technology to build large scale MANETs may
eliminate the need for dedicated network infrastructure, but it
is unknown whether the problems of low bandwidth and re-
liability can be overcome. One possible way of overcoming
this obstacle is to utilize wired infrastructure when possible.
In the case of a disaster some small islands of wired connec-
tivity may exist and by attaching these to the ad hoc network,
some critical services may be restored.

Utilizing existing wired infrastructure would allow islands
of wireless connectivity to be connected forming a much
larger network than would otherwise be possible. Inside a
wireless island there maybe a wired connections that con-
nects two distant points; it maybe more efficient for a packet
to be routed through this connection towards its destination
instead of the wireless channel.

The presence of wired infrastructure may also help elim-
inate several problems of reliability, as the wired channelis
more reliable than the wireless. A network that has some un-
derlying wired connectivity is less likely to suffer partitions
as it has the redundant connection.

The best way to integrate these two very different environ-
ments needs to be studied. Simply using conventional bridg-
ing to attach the two types of networks leaves several ques-
tions unanswered about how to most efficiently use wired
connection. For example it may be better to travel more hops
if some of these hops are wired connection and then to take
less wireless hops. Also the wired nodes are likely to not be
mobile, there may be additional reliability assumptions that
can be made about them, and there must be a mechanism to
advertise their presence and capabilities. These issues must
be addressed before existing infrastructure can be leveraged
to provide a better level of service. While utilizing exist-
ing infrastructure may make some problems easier, simply
wiring everything is not a viable option as it is expensive and
should not be relied on as a solution.

3.4 Data Replication

In order to guarantee availability of data, it is often replicated
over a configurable number nodes nodes in the system. The
availability requirements of the data must be weighed against
the bandwidth cost to store the data in nodes far away from
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the inserter. Storing data in a diverse set of nodes will de-
crease the likelihood that all will fail but it will increasethe
cost of inserting and retrieving the data. If the nodes close
to the inserter are chosen the cost of inserting the data will
decrease but in a correlated failure, such as a partition, itwill
be likely that data is unavailable to the network.

This tradeoff must be studied carefully in order to provide
highly available distributed data. A combination of caching,
storing a small number of replicas far away and some close
to the inserting node may yield satisfactory availability.It
is possible that in highly dynamic network such as this that
scalable storage and high availability may not be possible
[1]. This issue must be studied in more depth before sys-
tems requiring availability guarantees can be implementedin
this environment.

3.5 Id Assignment

In a traditional Internet environment ids are assigned either
by generating a random id from a very large id space or as-
signed by a trusted authority. The possibility of collisionis
made very small by having the id space be very large like 160
bits. This may not work as well in the wireless environment.
A node has a coordinate in the system, as well as a node id.
A node’s id may be its coordinate for each landmark level
and this entire coordinate string uniquely identifies the node.
Since the wireless channel is low bandwidth having many bit
identifiers, which must be included in each packet, will add
overhead to every packet sent. The length of each coordi-
nate must be balanced for efficiency versus the possibility of
collision. Alternatively the node may have a separate node
id and coordinate, if this is the case there has to be a dis-
tributed lookup mechanism to map node ids to coordinates.
This lookup may result in a higher overhead for communica-
tion.

If ids are generated by location and not by a secure mech-
anism, the system may be vulnerable to id based attacks. In
particular a Sybil attack [7] could be mounted by a hostile
party simply moving a large number of mobile nodes into
close proximity to a target node. This could allow the at-
tacker to become an intermediate hop in all traffic being sent
to the target. An attacker could also not forward control pack-
ets that contain information about the topology, causing the
target to have an incorrect view of the network.

3.6 Id Change

A complicating factor in a mobile environment is that when
a node moves it’s coordinate relative to other nodes will
change. This can cause several problems, making this envi-
ronment much more challenging. First, there is the problem
of finding out where the node one wants to communicate is at
any given time. This problem can be solved by a distributed
look up service similar to the one in L+ [5]. This allows a

node’s locations to be determined by knowing an well known
identifier for that node such as an IP address.

Secondly, since nodes can move arbitrarily coordinates
that are looked up may become stale. In the event that this
happens it may not be detected it until no response is received
from the destination node. This results in wasted traffic that
consumes part of the limited bandwidth. To counteract this,
coordinates can be updated in the DHT more often but this
itself requires bandwidth. This tradeoff needs to be studied
to find the sweet spot where most of the coordinates are right
but they are not being updated too frequently. This has im-
portant consequences when caching coordinates, which will
be very important in reducing traffic from lookups.

3.7 Preliminary Ideas

In this paper the issues that must be confronted to use p2p
ideas to scale ad hoc networks have been enumerated. While
each of the pose a specific problem and must each be indi-
vidually addressed, there is still reason to be optimistic.A
system that takes advantage of the broadcast nature of the
wireless environment could use extensive caching to possi-
bly overcome some of the bandwidth concerns. Information
about the network could be exposed to the application level so
that decisions about how to most effectively use the limited
bandwidth resource can be made. In addition to leveraging
existing wired infrastructure, these techniques will bring us
closer to practical, usable, large scale ad hoc networks.

4 Conclusions

The demand for wireless connectivity is increasing, it is now
possible to check your email at the local coffee shop and to
surf the web while in meetings. Current technology works
by providing base stations that connect to the wired Internet.
Hobbyists are experimenting with different types of anten-
nas and higher powered base stations in order to increase the
range of wireless networks to cover larger and larger areas.
This is ideal for people who are inside these coverage areas
but when they leave, they lose coverage. Using the wireless
interface inside of mobile devices it is possible to extend the
range of wireless base stations or to even eliminate them.

In a citywide MANET, it would be possible for the popu-
lation to cooperatively provide wireless coverage to an entire
city, if current scalability and the lack of network services are
overcome. In this environment there would be no need for in-
frastructure companies to charge for services as they would
be available to everyone who had a wireless interface. In dis-
aster situations surviving infrastructure in addition to wire-
less technology could be used to provide communication and
networks services and help coordinate relief efforts. In order
for these applications of wireless technology to be successful
the issues in this paper must be addressed.
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